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Abstract: The TMO (Time-triggered Message-triggered
Object) structuring scheme has been formulated in recent
years with the goal of improving the productivity by
multiple times in the design of complex real-time
computer systems (RTCS's). The TMO scheme is
intended to facilitate the pursuit of a new paradigm in
designing RTCS's which is called the "General-form
timeliness-Guaranteed (GG)" design paradigm. The
essence of the GG design paradigm is to realize real-time
computing with a common and general design style not
alienating the main-stream computing industry and yet
allowing system engineers to confidently produce
certifiable RTCS's for safety-critical applications. The
TMO structuring scheme is a syntactically simple but
semantically major extension of the conventional object
structuring approaches and as such, its support tools can
be based on various well-established object-oriented
programming languages such as C++ and JAVA and on
ubiquitous commercial real-time operating system kernels.
The scheme enables a great reduction of the designer's
efforts in guaranteeing timely service capabilities of
information systems. In this paper we discuss the major
features of the TMO structuring approach for real-time
computer systems and its potential for use in the
telecommunication application domain. Some of the
major computing requirements that are imposed by a large
class of telecommunication applications are identified and
then the discussion on how well the TMO approach can
satisfy these requirements, follows. As a concrete
illustration, we also present the top-down design of a
simple yet concrete multi-party video conferencing
application using the TMO structuring scheme. Finally,
the major benefits of the TMO structuring scheme in the
design of complex RTCS's are discussed.

Keywords: real-time, object-oriented, telecom-
munication, video conferencing.

1. Introduction

In the last several years, there has been a growing
trend of research activities aimed for extending the
conventional object-oriented structuring approaches to
support real-time computer system design [Att91, Ish92,
Kim94b, Kim98]. Among the object extensions
developed, the time-triggered message-triggered object
(TMO) model, formerly called the RTO.k object model, is
unique in its aim for enabling the design-time guarantee of
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timely service capabilities of objects [Kim94a, Kim94b].
Significant extensions of the conventional object model
that are incorporated into the TMO model are the
following:

(a) Spontaneous methods (SpM's) clearly separated from
service methods (SvM's):

For some methods of a TMO, a real-time clock serves as
the mechanism for triggering the method executions as the
clock reaches some values specified at design time. Such
methods are called time-triggered (TT-) methods, also
called the spontaneous methods (SpM's), and clearly
separated from the conventional service methods (SvM's)
triggered by messages from clients. The two types of
methods in a TMO are different not only in the way their
executions are triggered but also in that

"actions to be taken at real times which can be
determined at the design time can appear only in
SpM's".
(b) For each execution and completion of a method of a
TMO, a deadline is imposed;

The designer of each TMO provides a guarantee of
timely service capabilities of the object by indicating the
deadline for every output produced by each SvM (and
each SpM which may be executed on requests from
SvM's) in the specification of the SvM (and some relevant
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SpM's) advertised to the designers of potential client
objects. An execution rule has been incorporated into the
TMO model in order to reduce the designer's efforts in
ensuring that these deadlines can be met on a given
execution engine. It is called the basic concurrency
constraint (BCC) and prevents conflicts between SpM's
and SvM's. Basically, activation of an SvM triggered by a
message from an external client is allowed only when
potentially conflicting SpM executions are not in place.
Therefore, SpM's are given higher priorities for execution
over the potentially conflicting SvM's. At least this BCC
and the fact that triggering times of SpM's are fixed at the
design time, make it very easy to analyze the execution
time behavior of SpM's.

In order for the TMO's to provide guaranteed timely
services to external clients, the engine that supports the
execution of TMO's must obviously provide guaranteed
timely services to the requesting TMO's. In addition to
containing a hardware platform, such an execution engine
should be formed by a timeliness-guaranteed operating
system. Existing commercial operating systems are not
yet capable of providing guaranteed timely services
needed by a great deal of real-time application software.

The DREAM kernel has been formulated as a model
of an operating system kernel that can support guaranteed
timely services not only for TMO structured real-time
applications but also for conventional process-structured
real-time applications. The DREAM kernel guarantees
the timely response to service requests by adopting a
unique approach for the layering of its components
[Kim95, Kim98]. This approach is based on the
organizational principle called the time-leasing machine
layering, which is of fundamental nature. Several
prototype implementations of the DREAM kernel have
been produced by the authors and their research
collaborators to run on networks of PC's connected by
Ethernet. Among the real-time distributed applications
supported by the DREAM kernel include a traffic
management system, a steel factory control system, and a
military command-control system.

Supports for TMO execution have been built on top
of both Solaris and Windows NT as middleware
components [Sho97, Sho98]. Both these COTS operating
systems provide some real-time application support with
their real-time threads mechanisms. The middlewares that
were built ensure correct and timely execution of the
TMO's according to their timing specifications.

A user-friendly interface to the DREAM kernel can
reduce the burden imposed on the TMO implementers.
To achieve this goal, the authors have designed a library,
called the DREAM Library [Kim96a], which is a
collection of several C++ classes. Each class functions as
an interface between a component of a TMO and the
kernel support for that component. The DREAM library
hides various details of parameter passing between
application and the DREAM kernel from the application
programmer and thus functions as a user-friendly
interface. Some work on incorporating the TMO
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structuring capabilities into other languages such as Java
is also a schedules research action in the authors'
laboratory.

One of the major objectives of this paper is to
investigate the potential of the TMO structuring scheme
for telecommunication applications where timely
performance could be very important in many situations.
In Section 2, we present the major computing
requirements of a large class of telecommunication
applications and discuss how the TMO structuring scheme
caters to these requirements. A secondary objective of
this paper is to illustrate the top-down design of a simple
yet concrete telecommunication application using the
TMO structuring scheme. In Section 3 we present the
design of such a simple multi-party video conferencing
application. In order to highlight the potential drawbacks
of using conventional approaches in designing
telecommunication applications we present, in Section 5
the design of the video conferencing application using a
client-server approach. The major benefits of using the
TMO structuring scheme are then summarized. This
paper concludes in Section 6.

2. Potential of the TMO approach in the
telecommunications field

In this section, we investigate the potential of the
TMO structuring approach in the telecommunication
application domain. Telecommunication applications are
large and complex and typically impose a wide variety of
requirements on the computing infrastructures that support
them. The following are some of the major requirements
imposed by a large class of telecommunication
applications identified by communities such as the
Telecommunications Information Networking
Architecture Consortium (TINA-C) [Gie95, Bos97].

(1) Support for precisely timed actions:

(1.a) Applications such as multimedia telecommunication
applications require

- QoS (quality of service) in terms of delays, jitter
bounds, and throughput,

- flow control based on QoS contracts, and

- presentation synchronization between voice and video
data.

(1.b) Transport network operation and management
applications require

- network surveillance for the fast detection of failures in
the system, and

- fast response to events such as alarms.

(1.c) Delay-bounded response to device-generated events.
(1.d) Guaranteed real-time behavior.

(2) Generic connection management package: Setup,
maintenance and release of connections.

(3) Modular and configurable structuring to manage the
complexity of software.

(4) Platform-transparent and location-transparent
distributed software modules and ease of scaling up and



down.

(5) Enable reuse of existing telecommunication software
(complete interoperability between new and existing
systems).

(6) Guaranteed dependability (availability and security).

In order to address (3), (4), and (5), TINA-C and
other telecommunication R&D communities are opting for
a CORBA-based distributed software architecture. In
order to address (1), these R&D communities are
proposing real-time extensions to the CORBA ORB
supported by a real-time operating system such as Chorus
as well adding some service packages on top of the
CORBA ORB such as the QoS management service.
Requirement (2) is proposed to be handled by a
Connection Management service package while
requirement (6) is proposed to be handled by service
packages such as the transaction service and security
service built on top of a CORBA ORB.

The TMO structuring scheme, being an extension of
the conventional object structuring scheme, naturally
addresses (3) and (5). A network of TMO's supported by
the DREAM kernel offers efficient migration of TMO's
among various nodes in the system since a logical
multicast communication scheme called the Hitachi-UCI
Data Field scheme [Kim95b] supports location-
transparent inter-TMO communication. In addition,
efficient support for the development of TMO programs
in C++ would facilitate the execution of such programs in
a wide variety of hardware platforms. Thus, the TMO
scheme can address the requirement (4) effectively.

The TMO scheme can also address the requirement
(2) well. The TMO scheme together with the DREAM
kernel offers support for various types of communication,
i.e., one-to-one, one-to-many, many-to-one and many-to-
many. Such a high degree of flexibility is not offered by a
CORBA-type distributed software architecture which is
inherently client-server based. Thus, the TMO scheme
would offer a wide range of choices in managing
connections between different communication parties.

The major strength of the TMO scheme, however,
comes out in addressing requirements (1) and (6). As we
mentioned in Section 1, the TMO scheme aims at
achieving the design-time guarantee of timely service
capabilities of objects. The inclusion of time-triggered
methods which carry out critical tasks at real-times chosen
at the design-time and the message-triggered methods
which respond to client requests (which may include
device-generated events as well) within a bounded delay
contribute to performing precisely timed actions. Thus, as
we will discuss in Section 3, it is not a difficult task to
achieve synchronization (such as multimedia presentation
synchronization) between different actions using the TMO
scheme while such a task would be difficult using a
conventional client-server approach as we will see in
Section 5.

Even though current approaches to building
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telecommunication software are aimed at addressing fault
tolerance issues to some extent, they do not particularly
address the issue of providing fault tolerance in a time-
bounded manner. In other words, they do not particularly
address the issue of producing output actions within a
certain bounded delay after the time of performing the
corresponding input actions despite the occurrence of
hardware and/or software faults. This time-bounded fault
tolerance issue could be of great importance in some
telecommunication applications such as telephone
switching applications. The primary-shadow TMO
replication (PSTR) scheme [Kim97] has been formulated
to specifically address this issue. The potential of this
scheme has been convincingly demonstrated with many
realistic application scenarios with hard real-time
requirements. An analysis of this scheme to identify some
tight bounds on recovery times has also been performed.

We thus feel that the TMO approach can be an
improvement over current approaches in many ways in
addressing the requirements imposed by complex
telecommunication applications. One should also note
that a network of TMO's may utilize an inter-object
communication framework such as CORBA if necessary.
In fact, some TMO support middlewares we built on top
of Solaris and Windows NT [Sho97, Sho98] utilize the
communication facilities offered a CORBA-compliant
ORB.

3. TMO based design of a simple
multi-party video conferencing (MVC) system

In order to investigate and demonstrate the potential
power of the TMO structuring scheme, we have
developed several real-time distributed computing
application systems. These include prototypes of a
military defense command-control system, an advanced
traffic management system, and a steel factory control
system. In this section, we discuss the top-down design of
a simple multi-party video conferencing (MVC) system
using the TMO scheme.

Figure 2 shows the application environment under
consideration. # participant computer systems are
interconnected by a communication network which may
typically span over a wide area. Each computer system is
equipped with a microphone, a video camera, a speaker,
and a display unit. A person participating in a conference
session typically sits in the line of sight of the camera and
also in close proximity to the microphone. The camera
and the microphone are sensors which interface with the
computer system. The display unit typically shows the
images of all the participants of a conference session
including the participant sitting in front of it. Speakers
attached to the computer system convey the audio signals
generated during a conference session to the
corresponding participants.

Initially the high-level requirements are given by the
customer who places an order for the MVC system:

1. Each participant computer system must be delivered



Figure 2. The multi-party video conferencing
application environment

video frames (each of size x kilobytes) at the rate of v+ A
frames/sec, where v >> A, such that the time interval
between the arrival of two successive frames must be
within v4 * y seconds, where vq >> 1.

2. Each participant computer system must be delivered
audio frames (each of size y kilobytes) at the rate of a + €
frames/sec such that the time interval between the arrival
of two successive frames must be within a4 = 1 seconds.
3. The time interval between the arrival of an audio frame
and the corresponding video frame at a participant site
must be within avyq + ¢ seconds.

3.1 Step 0: High-level specification of the application
environment of the MVC as a TMO

Initially, sensors such as microphones, cameras etc.,
and output units such as display units and speakers do not
exist because the system engineer has not decided which
types to use. As the first step, the system engineer (team)
may describe the
application environment of
the MVC system as a TMO
as depicted in Figure 3. ¢
This TMO is called the
Video Conferencing System
TMO. As we mentioned before, the MVC system consists
of up to n participant site computer systems (PSCS's).
Hence, the object data store (ODS) of the Video
Conferencing System TMO consists of the state
descriptors for (0-n) PSCS's. The information kept in all
these state descriptors constitutes the information kept in
the Video Conferencing System TMO.

The PSCS state descriptors are periodically updated
by a spontaneous method (SpM). Conceptually, this SpM

in the Video Conferencing System TMO is activated
continuously and each of its executions is completed
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instantly. The SpM thus represents the continuous state
changes that occur naturally in the real PSCS's. The SvM
in the Video Conferencing System TMO functions as an
interface to "external clients". The only conceivable
clients here are the people each of who will enter a seat
located in front of a participant computer system.

So far, the Video Conferencing System TMO in
Figure 3 was interpreted as a mere description of the
application environment. However, if the activation
frequency of each SpM is chosen such that it can be
supported by an object execution engine, then the
resulting TMO becomes a simulation model. The
behavior of the application environment is represented by
this discrete-time simulation model somewhat less
accurately than by the aforementioned description model
based on continuous activation of SpM's. In general, the
accuracy of a TMO structured simulation is a function of
the chosen activation frequencies of SpM's. Note that this
style of simulation is real-time simulation in which the
simulation objects are designed to show the same timing
behavior that the simulation targets do [Kim96b].

3.2 Step 1: High-level design of a PSCS using the
TMO model

After creating the high level specification of the
application environment, the system engineer (team) now
decides to produce a high-level design of each PSCS. For
this, the engineer first decomposes the Video
Conferencing TMO into multiple PSCS TMO's. Such a
decomposition would also involve the introduction of one
or more SvM's in each PSCS TMO to establish some
connections among the TMO's and between the TMO's
and the human clients.

Next, the engineer decides on the types of sensors
and output units to be used. Once those devices are

Video Conferencing System

Access Capability (to other TMO’s)
None
Object Data Store

(0-n)
systelns,

Participant site computer
gacn with & UsSer seat

D

SpM (driven by an infinite-precision
clock)

Update the states of participant site
computer systems
SvM

Enter a seat

Figure 3. Video conferencing system

chosen, then the algorithms for operating the devices will
be determined. Figure 2 already showed all the sensors
and output units chosen. The PSCS augmented with
chosen sensors and output units can be described as a
TMO shown in Figure 4. The ODS of this TMO contains



state descriptors for the audio server, the video server, Participant site - computer
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system to the display units. These SpM's can be viewed

I
as core parts of the requirement specifications forthe = o= | 7 Vigeoserver | e-dieccececeee- ‘
computer-based video conferencing system at this stage of i ]

the design cycle. |
In addition, the PSCS TMO contains 4 SvM's as i N
shown in Figure 4. The first two SvM's are invoked by \-'\ i
the client PSCS's running at remote sites and the functions | S i ’

of these SvM's are self-explanatory. The last two SvM's

are invoked by the user sitting in front of the host
computer system as shown in Figure 4.

3.3 Step 2: Decomposition of the PSCS TMO into 4
different TMO's

As the system engineer decomposes the single TMO i i
representation of the PSCS TMO in Figure 4 as a part of 1:

more detailed design, a component of the ODS becomes a

new TMO. When these new TMO's are created, the Tee
SvM's that serve as the front-end interfaces of these new ! )
TMO's should also be created. After the decomposition, | . _ A :
the MVC system may be composed of a network of four *'": """"""" '
TMO's: the Audio server TMO, the Video Server TMO, e '

the Audio Receiver-player TMO, and the Video Receiver- Participant site B

X >: Audio signal = ------ > . Video signal
player TMO (Figure 5). LMC: logical multicast ——»: Sync. Signal
. . . . channe
In this process, the requirement specifications
associated with the MVC system may be refined. The Figure 5. Decomposition of the PSCS TMO
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Audio Server TMO may now describe or simulate the
desired audio frame server function more accurately than
the PSCS TMO did. Similar is the case with the other 3
TMO's shown in Figure 5. Figure 5 also shows the
interaction among the TMO's in different PSCS's as well
as the TMO's hosted in one PSCS.

3.4 Step 3: Detailed design of the MVC system

Next, the computer engineer designs in detail the
TMO's created in Step 2. Figure 6 shows the detailed
design of the Audio Server TMO. Due to space limit, we
are not showing the detailed design of 3 other TMO's. By
appropriate choice of timing parameters for each TMO
method, the designer ensures that the MVC system
designed as a network of TMO's meets the requirement
specifications of the customer.

5. MVC design using conventional
client-server approach

In order to highlight the major potential benefits of
the TMO scheme in comparison with conventional
approaches, we now consider the design of the MVC
application using the conventional client-server approach.
Figure 7 shows the MVC application designed using the
client-server approach. The figure shows two different
participant computer nodes A and B in the system. Both
nodes A and B contain the audio server object, the video
server object, the audio receiver-player object, the video
receiver-player object, and the sync manager object.
However, only the server objects are shown inside node A
and only the receiver-player objects and the sync manager
object are shown inside node B. Here it is assumed that
the execution engine in each node provides
multithreading/multitasking capability. Thus, the multiple
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methods within an object all execute in a concurrent
fashion.

The audio server object consists of two methods.
The second method receives audio frames from the
microphone and updates the ODSS while the first method
responds to the request from a client for audio frames.
The video server has a similar functionality. The audio
receiver-player object has two different methods. The two
methods may be invoked by two different threads and
each method may run for X seconds, where X is design-
ated by the customer of the MVC application. The first
method is a continuously "looping" method that requests
an audio server for audio frames. This method thus polls
all the audio server objects in the system. Once this
method obtains the audio data from the audio server, it
updates its ODSS. In addition, it also informs the sync
manager object of the ID of the audio data received. The
second method of the audio receiver-player object is also
a continuously "looping" method. This method is mainly
responsible for checking with the sync manager whether
proper synchronization with the video data has been
achieved. Only if the audio and video data are properly
synchronized, this method reads the audio data from the
ODSS and sends it to the speaker. The functionality of
the video receiver-player object is similar to that of the
audio receiver-player object. The sync manager object
manages the synchronization between the audio-player
method and the video-player method. This object
maintains the ID's of the most recent audio and video data
frames in its ODSS. The ODSS is updated by the first
method. The second method of the sync manager object
responds to synchronization requests from the audio and
video receiver-player objects.



This client-server type of design of the MVC
application has the following major weaknesses:

(1) Concurrency conflicts among multiple object methods
(such as methods 1 and 2 of the audio receiver-player
object) combined with their ability to have unrestricted
competition for ODSS access makes the timely service
guarantees a difficult task. This in turn would make it
hard to meet the customer specifications.

(2) Instead of a video (and audio) server multicasting

video (and audio) signals, multiple receiver-players poll
the same video (and audio) server in a competing manner.
This aggravates the message traffic problem severely.

(3) Service methods such as the first method of the audio
or the video server object can become a bottleneck if
requests from multiple receiver-players occur at high
rates. Employing multiple threads to serve client requests
can reduce the problem somewhat but can worsen the
concurrency conflict problem.

Audio server
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Figure 6. The audio server TMO specification
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Figure 7. MVC design using a client-server approach

(4) Ensuring presentation synchronization executing jitter
control among the audio and video signals at the client
site are also major issues, even with the sync manager
object. This is because even the synchronization of audio
and video frames from one source may involve frequent
competing accesses to the sync manager object and there
can be quite a few sources. Conventional client and
server objects are designed not to rely on the availability
of a global time base and their typical execution engines
make it difficult for the OO application designer to ensure
timely interaction among the objects. High-quality
synchronization involving audio and video frames from
multiple participants can become a very difficult task.

4. Achieving a high degree of reliability by using
the TMO structuring approach

The TMO based approach for engineering real-time
computer systems allows the systems to achieve a high
degree of reliability due to the following major reasons:

(1) Timeliness-guaranteed design: The TMO structuring
and the use of a timeliness-guaranteed operating system
kernel such as the DREAM kernel make it practical to
realize a timeliness-guaranteed design of a control
computer system. Much of the timing analysis and
verification can be automated in principle although constr-

Video server
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"application universe"
and enables high-
coverage testing. Such
testing could be much
cheaper than the testing
involving the actual
environment. The latter
testing is inevitable but
its duration can be
shortened by conducting the real-time simulator based
testing first. The basic principle of a time-bounded fault-
tolerant task execution scheme called the Distributed
Recovery Block (DRB) scheme has been integrated with
the TMO structuring scheme to produce the primary-
shadow TMO replication (PSTR) scheme [Kim97].

(3) Variable-degree abstraction of control computer
systems: The TMO structuring approach is an effective
mechanism for the variable-degree abstraction of control
computer systems. This gives the computer engineer
(team) who develops the control computer system the
freedom of incorporating fault tolerance mechanisms at
the level of abstraction he chooses. For instance, the
computer engineer (team) might initially describe the
entire control computer system with one TMO. This
object which contains the information about the entire
control system in the state descriptors within its ODS
could be chosen to be made fault-tolerant. Alternatively,
the engineer might decide to separate one or more
components from the ODS of the high-level TMO and
create one or more new TMO's. These new TMO's could
then be chosen to be made fault-tolerant.

(4) Ease of incorporating time-bounded fault tolerance
mechanisms: The methods of a TMO are guaranteed to
produce their outputs by relevant deadlines. The
occurrence of hardware and/or software faults is the only
possible reasons for methods of objects to miss their



deadlines. To reduce the probability of such an
undesirable situation from occurring, time-bounded fault
tolerance mechanisms need to be incorporated into the
objects. The TMO structuring scheme allows easy incorp-
oration of time-bounded fault tolerance mechanisms.

(5) Strong traceability between requirement specification
and design: In both the requirement specifications and
multi-step designs of control computer systems, the same
notation, the same structuring styles, and the same
refinement procedures are used. It is thus quite apparent
that the relationship between requirement specifications
and designs can be easily recognized.

(6) Autonomous subsystems: In a TMO network
structured computing system, each object tends to be
highly autonomous since most of the computations tend to
be done by SpM's which do not have execution
dependency or message communication among them-
selves. It is easy to maximize the autonomy of subsystems
in a TMO network structured computing system as
discussed in [Kim95a]. High degree of subsystem
autonomy naturally leads to the ease of maintenance.

6. Conclusion

We believe that the TMO structuring scheme and its
use for the uniform design of real-time computer systems
and their application environment simulators offer great
potential in significantly reducing the development costs
of complex RTCS's such as those needed in
telecommunication applications and increasing the
dependability of the RTCS products from what is
achieved under the current practice. Although limited in
scope, the RTCS development experiments conducted so
far are strongly supportive of this positive assessment.
However, to fully realize the potential, many new speci-
fication, design, and execution tools need to be developed.
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