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Abstract

A highly desired property in complex real-time distributed computer systems (DCSs) is autonomy of the various subsystems that compose
the DCS. Highly autonomous subsystems enable concurrent and largely independent testing/verification and maintenance of the subsystems.
In recent years, we have formulated two system structuring techniques which could be used as basic tools for enhancing the subsystem
autonomy: (1) the RTO.k object structuring scheme and (2) the Hitachi-UCI (HU) Data Field (DF) inter-process-group communication
scheme. A symbiotic relationship that can be established between these two techniques is the main theme of this paper. The RTO.k object
structuring scheme has been devised to enable the realization of real-time computing in the form of a generalization of non-real-time
computing and yet allow system engineers to confidently produce certifiable real-time DCSs. The HU-DF scheme enables the enhancement
of the object autonomy, especially the relocation autonomy and the data acceptance autonomy. In this paper, we present the major techniques
adopted in the implementation of support facilities for inter-RTO method communication using the HU-DF scheme in an operating system
kernel model named the DREAM kernel. The DREAM kernel of which a prototype implementation is used in several research organizations,
can support both conventional real-time processes and RTO.k objects with guaranteed timely services. The implementation techniques
presented here are believed to be amenable to easy adaptation for a variety of system environments aimed to facilitate highly decentralized
real-time computer applications. © 1997 Elsevier Science B.V.
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1. Introduction

Constructing complex real-time distributed computing
systems by use of highly autonomous subsystems is highly
cost-effective owing to the ease of expansion, testing, veri-
fication, and on-line maintenance. In recent years, we have
formulated two basic techniques aimed for constructing
highly cost-effective autonomous real-time distributed com-
puting systems (DCSs): (1) the ‘RTO.k object structuring
scheme’ for modular structuring of complex real-time
DCSs, and (2) the ‘Hitachi-UCI-Data Field (HU-DF)
scheme’ for location-transparent inter-process-group com-
munication in DCSs. A symbiotic relationship that can be
established between these two techniques is the main theme
of this paper.

A few years ago, the first co-author and Hermann Kopetz
proposed an abstract skeleton of a ‘real-time object model’
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in [13] as an approach for modular structuring of ‘hard-real-
time’ application systems. Recently, a concrete model with
unambiguous syntactic structure and execution semantics
was developed and the new object model was named the
‘RTO.k object model’ (also called the time-triggered real-
time object (TT-RTO) model) [7,8]. One of the most distin-
guishing features of the RTO.k object structuring scheme is
that it is based on the following paradigms of real-time
computing which may be called the ‘GG (General-form
timeliness-Guaranteed) design’ paradigms:

1. General-form design style: Future real-time computing
must be realized in the form of a generalization of non-
real-time computing, as opposed to a form looking like
an esoteric specialization.

2. Design-time guarantee of timely service capabilities of
subsystems: To meet the demands of the general public
on the assured reliability of future real-time computing
systems (RTCSs) in safety-critical applications, it is
inevitable to require the system engineer to produce
design-time guarantees for timely service capabilities
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of various subsystems (which will take the form of
objects in object-oriented system designs).The motivat-
ing factors behind these paradigms are the newly
improved hardware economy and component reliability
which provide impetus in expanding the real-time com-
puting application field.

In order for the RTO.k objects to provide guaranteed
timely services to external clients, the ‘execution engine’,
which consists of the hardware and the operating system and
supports the execution of RTO.k objects, should itself pro-
vide guaranteed timely responses. Existing commercial
operating systems lack the capability for either supporting
a general-form design style or providing guaranteed timely
services to application software. A model of an operating
system kernel called the ‘distributed real-time ever available
micro-computing’ (DREAM) kernel which can support
real-time processes with guaranteed timely services was
formulated by the first co-author [10,11]. The DREAM ker-
nel can support both RTO.k object structured application
software as well as conventional process-structured real-
time application software. Several prototype implementa-
tions of the DREAM kernel have been produced by the
authors and their research collaborators to run on networks
of PCs connected by Ethernet. A prototype kernel (v.D3)
has been used to run an RTO.k structured non-trivial
defense command-control application, together with an
RTOk structured real-time simulator of the application
environment. Several experiments of this kind dealing
with different applications such as factory automation and
intelligent traffic control have produced evidences that the
RTO.k object structuring scheme was effective in the
development of timeliness-guaranteed complex real-time
DCS:s.

The HU-DF scheme is an extension of the original data
field (DF) scheme developed by Mori and other researchers
at Hitachi, Ltd. [14]. The essence of the DF scheme is to
facilitate dynamic creation of logical multicast channels and
dynamic connection of processes to the logical channels in
such a way that the idiosyncrasies of the physical commu-
nication networks are transparent to the process designer.
The HU-DF scheme differs from the original DF scheme in
that the former allows dynamic flexible connection of pro-
cesses to the logical channels and supports not only conven-
tional ‘event messages’ supported by the latter but also
‘state messages’ which are based on the distributed repli-
cated memory semantics [9]. The logical multicast channels
are called data field channeis (DFCs).

The HU-DF scheme has been implemented as a part of
the DREAM kernel [10]. In this paper, we present the major
implementation techniques adopted in the DREAM kernel
to utilize the HU-DF scheme for communication among
RTO.k object methods. The DFCs supported by the
DREAM kernel can be used by real-time processes (in con-
ventional process-structured real-time application software)
for peer-to-peer message communication as well as by

RTO.k object methods for calling other object methods. In
the execution scheme supported by the DREAM kernel,
each RTO.k object method is assigned to a process which
can make direct calls for kernel services as a part of the
execution of the object method. Various kernel service
calls (KSCs) calls have been defined to facilitate calls and
result returns among RTO.k object methods.

A friendly C++ programmer’s interface to the DREAM
kernel has been implemented in the form of a C++ library,
called the ‘DREAM Library’. The DREAM Library is a
collection of C++ classes, each class functioning as a
friendly interface for real-time application programmers to
a specific KSC group. The DREAM library hides various
details of parameter passing between an application pro-
gram and the kernel and thus functions as a very user-
friendly interface.

One of the principal advantages of using the HU-DF
scheme for inter-RTO method communication is that the
scheme aids in enhancing the object autonomy. Event mes-
sages channels can be used for interconnecting RTO.k
objects. The major direct benefit is the ‘transparency of
object locations’ which in turn leads to the enhanced auton-
omy of the objects. State message channels can also be used
for interconnecting RTO.k objects. Such an interconnection
makes the connection between producer RTO.k objects and
consumer objects very loose. This loose connection implies
elimination of mutnal acknowledgment-dependency
between producers and consumers at the message delivery
protocol level. This kind of connection is particularly bene-
ficial when one communication party (producer or con-
sumer) is much less reliable than the other communication
party.

The paper starts in Section 2 with a discussion on the
essence of the RTO.k object structuring scheme and the
major features of the DREAM kernel offered to application
programmers. Section 3 discusses the salient features of the
HU-DF scheme. The major implementation techniques
adopted in the DREAM kernel for inter-RTO method com-
munication are discussed in Section 4. The next section,
Section 5, briefly presents the main features of the
DREAM library that offers user-friendly interface to appli-
cation programmers for making DREAM kernel KSCs.
Section 6, discusses the realization of object autonomy
using the HU-DF scheme. The paper conciudes in Section
7 with discussions on the issues to be resolved via future
research.

2. The RTO.k object structuring scheme

The RTO.k object model formulated in recent years [7,8]
was specifically devised with the following goals directly
related to the futuristic paradigms of real-time computing
mentioned in Section 1:

1. Uniform structuring of both RTCSs and their application
environment simulators;
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Fig. 1. The RTO .k object structure.

2. Facilitating design-time guarantee of timely service cap-
abilities of objects.

The basic structure of an RTO.k object is depicted in
Fig. 1. It is an extension of the conventional object structure
and four most important extensions are the following:

1. Two clearly separated groups of methods: For some
methods of an RTO.k object, a real-time clock serves
as the mechanism for triggering the method executions.
These object methods whose executions are triggered as
the clock reaches some values specified at design time,
are called ‘time-triggered methods’ (TTMs) or ‘sponta-
neous methods’ (SpMs). They are clearly separated from
the conventional ‘service methods’ (SvMs) triggered by
request messages from clients. The two types of methods
in an RTO.k object are different not only in the way their
executions are triggered but also in that ‘actions to be
taken at real times which can be determined at the design
time can appear only in SpMs’. Therefore, actions of the
type ‘at constant-clock-value do S’ or the type ‘sleep-
until constant-clock-value’ can appear only in SpMs.
Incorporation of SpMs means introducing the potential
for the following two new types of concurrent executions
of object methods in addition to the potential for con-
current executions of SvMs that exist in conventional
objects:

(Type 1) Concurrency among SpM executions: This con-
currency is specified in an implicit but natural manner,
e.g., two SpMs designed to be triggered at 10 am.
(Type H) Concurrency between SpM executions and
SvM executions.

. Basic concurrency constraint (BCC): In order to
dramatically reduce the designer’s efforts in guarantee-
ing timely service capabilities of RTO.k objects, the

execution rule which prevents conflicts between SpMs
and SvMs is incorporated. Basically, activation of an
SvM triggered by a message from an external client is
allowed only when potentially conflicting SpM execu-
tions are not in place. To be exact, when a message-
triggered SvM is not free of conflict with an SpM in
accessing the same portion of the ‘object data space’
(ODS), execution of the former method (SvM) must
not be allowed in a time zone earmarked for a TT-
execution of the latter method (SpM). This restriction
is called the °‘basic concurrency constraint’ (BCC).
Therefore, SpMs are given higher priorities for execution
over the SvMs. Note that this BCC does not impose any
restriction on concurrent execution of SpMs or concur-
rent execution of SvMs. Therefore, executions of SpMs
are not disturbed by SvM executions and triggering times
of SpMs are fixed at the design time. At least this makes
it very easy to analyze the execution time behavior of
SpMs. For example, if a statement of the type ‘at 10 am
do S’ appears in an SpM, its reliable execution can be
easily assured.

3. For each execution of a method of an RTO.k object (to be
exact, for each output action to occur during a method
execution), a ‘deadline’ is imposed.

4. Real-time data contained in an RTO.k object become
invalid after the interval attached to the data storage
variables at the design time and called the ‘maximum
validity duration’ passes.

The first two features (1) and (2) mentioned above niake
the RTO.k object model clearly distinguished from other
proposed real-time object models [1,2,5,16].

Triggering times for SpMs must be fully specified as
constants during the design time. Those real-time constants
appear in the first clause of an SpM specification called the
‘autonomous activation condition’ (AAC) section. An
example of an AAC is

“for t = from 10 am to 10:50 am every 30 min

start-during (¢, t + 5 min) finish-by t + 10 min’ which
has the same effect as

{‘start-during (10 am, 10:05 am) finish-by 10:10 am’,
‘start-during (10:30 am, 10:35 am) finish-by 10:40
am’}.

A provision is also made for making the AAC section of
an SpM contain only candidate triggering times, not
actual triggering times, so that a subset of the candidate
triggering times indicated in the AAC section may be
dynamically chosen for actual triggering. Such a
dynamic selection occurs when an SvM within the
same RTO.k object requests future executions of a spe-
cific SpM. The AAC specifying candidate triggering
times rather than actual triggering times starts with a
declaration ‘if-demanded’.

An underlying design philosophy of the RTO.k object
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structuring is that an RTCS will always take the form of a
network of RTO.k objects. RTO.k objects interact via calls
by client objects for service methods in server objects. The
caller may be an SpM or an SvM in the client object. In
order to facilitate highly concurrent operations of client and
server objects, non-blocking (sometimes called asynchronous)
types of calls (i.e. service requests) can be made to SvMs.

The designer of each RTO.k object provides a guarantee
of timely service capabilities of the object by indicating the
‘deadline for every output’ produced by each SvM (and
each SpM which may be executed on requests from
SvMs) in the specification of the SvM (and some relevant
SpMs) advertised to the designers of potential client objects.
Before determining the deadline specification, the server
object designer must convince himself/herself that with
the ‘object execution engine’ (hardware plus operating sys-
tem) available, the server object can be implemented to
always execute the SvM such that the output action is per-
formed within the deadline. Again, the BCC contributes to
major reduction of these burdens imposed on the designer.

The RTO.k object model is effective not only in the mul-
tiple-level abstraction of real-time (computer) control sys-
tems under design but also in the accurate representation
and simulation of the application environments. In fact, it
enables uniform structuring of control computer systems
and application environment simulators [7,8] and this
presents considerable potential benefits to the system
engineers.

In order for the RTO.k objects to provide guaranteed
timely services to external clients, the engine that supports
the execution of RTO.k objects must obviously provide
guaranteed timely responses to services requested by the
executing RTO.k objects. In addition to containing a hard-
ware platform, such an execution engine should be formed
by a ‘timeliness-guaranteed operating system’. Existing
commercial operating systems are not yet capable of pro-
viding guaranteed timely services needed by a great deal of
real-time application software.

The DREAM kernel has been formulated as a model of an
operating system kernel that can support guaranteed timely
services not only for RTO.k object structured real-time
applications but also for conventional process-structured
real-time applications. The DREAM kernel guarantees the
timely response to service requests by adopting a unique
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approach for the layering of its components [10]. This
approach is based on the organizational principle called
the ‘time-leasing machine layering’, which is of funda-
mental nature. Under the time-leasing machine layering
principle, the bottom layer (Lo in the DREAM kernel)
owns the full power of the hardware machine. So, the
bottom layer uses the hardware machine at its own will.
The remainder of the hardware machine time after the
bottom layer use of the hardware machine, is ‘leased’ to
the next upper layer (L, in the DREAM kernel). The time
leasing relationship is recursive, i.e. it is maintained through
all the layers that compose the kernel (in the DREAM kernel
layers Lo—Lg). Moreover, there is a tight bound on the
amount of machine time that each layer uses. This some-
times implies a bound on the frequency of certain types of
interrupts that are accepted.

To exploit maximum parallelism in the execution of the
kernel services, ‘kernel-threads’ were introduced into the
DREAM kermel. A kernel-thread is an active concurrency
unit operating inside the DREAM kernel. The set of threads
is fixed at the operating system loading time. All the threads
share the same address space and they are strictly periodic
threads which make the analysis of their worst-case execu-
tion behavior a trivial task. Currently, four basic kernel-
threads are used in the DREAM kernel. Additional applica-
tion-specific custom kernel-threads can be introduced if fast
response activities specific to the application must be
supported.

3. Overview of the HU data field (HU-DF) scheme for
inter-process-group communication

The main features of the HU data field (HU-DF) scheme
are discussed in this section. The differences between the
HU-DF scheme and the original DF scheme developed by
Mori and other researchers at Hitachi {14] are also pointed
out.

3.1. Logical multicast channels and dynamic connection of
a process to channels

The original DF scheme supports establishment of logical
multicast channels called ‘data field channels’ (DFCs)
shared among concurrent distributed processes for their

Logical
multicast
channels

Physical
broadcast

channel

Fig. 2. Connection of processing nodes to DFCs.
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interaction without necessitating the processes to know the
identities of other cooperating processes or the physical
node addresses of the nodes executing the processes [14].
The only thing that the group of cooperating processes need
to know in advance for message communication is the name
of the DFC through which the message will be communi-
cated. Each of those processes can simply educate the com-
munication subsystem in the host node about the DFC to be
used.

With popular CSMA and token ring architectures, estab-
lishing a DFC to be shared among a group of processes boils
down to choosing a logical channel ID number, called ‘con-
tent code’ in [14] and also called DFCID here, to be
included in the address field of each message broadcast
over the CSMA bus or token ring. Fig. 2 depicts such an
arrangement. The processing nodes connected to the DFC
can see all the messages coming through the physical broad-
cast facility but will pay attention only to those messages
containing relevant DFCIDs. This means that when
processes are designed to communicate via DFCs only, pro-
cesses can be dynamically relocated without impacting
other cooperating processes.

Therefore, a process wanting to send a message to other
cooperating processes will execute a primitive ‘multicast
the data D; over the DFC X’. Then all other processes set
up to share DFC X will pick up the message.

In the HU-DF scheme, a process can freely connect itself
to or disconnect itself from a DFC, which is somewhat
restricted in the original DF scheme [9]. The communica-
tion subsystem supports primitives such as ‘Connect to DFC
X’, ‘Disconnect from DFC Y’, etc. A process can also be
connected to multiple DFCs at the same time, thereby join-
ing multiple communicating groups.

3.2. Event messages and state messages

The HU-DF scheme supports not only conventional event
messages as the original DF scheme does but also state
messages which are based on the distributed replicated
memory semantics [12,9]. An event message carries infor-
mation about an event occurrence and every event message
should be read by the intended receiver. An event message
is supposed not to be overwritten by another event
message. On the other hand, a state message carries infor-
mation to be stored in a fixed memory location in each
receiver corresponding to the ID of the state message.
Therefore, the ID of a state message represents a group of
replicated memory units, each capable of holding the infor-
mation carried in the state message and belonging to a
different receiver. The producer of a state message time-
stamps the message at the message production time. Each
receiver will read the content of its state message memory at
its convenient time. This means that the producer may
update the contents of the state message memory units at
a higher frequency than the frequency at which a receiver
reads the contents of its state message memory. A state

message is thus used to share periodically observed state
information about a dynamic object, e.g. temperature of a
room.

In the HU-DF scheme, every DFC consists of one event
message channel and a fixed number of multiple state mes-
sage channels. More specifically, the message transmitted
over a logical multicast channel contains either the sequence
number of an event message or the ID of a state message
channel in its header. State message channels are particu-
larly beneficial when one communication party (producer or
consumer) is much less reliable than the other communica-
tion party.

The HU-DF scheme supports both ‘blocking’ and ‘non-
blocking read’ of event messages. In the case of a non-
blocking read of an event message from a DFC, the reading
process picks an event message from its event message
buffer allocated for the DFC and if the buffer is empty at
the time of reading, proceeds to the next step without wait-
ing for the arrival of a new event message. State messages
are always read in the non-blocking mode.

4. Inter-RTO communication using DFCs

In this section, we highlight the salient features of the
inter-RTO method communication using DFCs that has
been implemented as part of the DREAM kemel (v. D3).
Treating object methods as communicating parties here
required not only the development of a detailed implemen-
tation approach for the HU-DF scheme for the first time but
also the formulation of a solution approach for the issues
that would not arise when processes were the communicat-
ing parties. New issues arose mainly because while each
RTO.k object method is assigned to a process in the
DREAM kernel based execution scheme, it is possible to
assign object methods with non-overlapping timing con-
straints to execute on the same process [11].

DFC-based communication was our prime choice as a
means for interaction among RTO.k object methods due
to the following major reasons:

1. The use of DFCs for inter-RTO method communication
makes the RTO.k objects to be location transparent and
allows easy and efficient migration of RTO.k objects.
There are no differences in programming inter-RTO
method communications whether the communicating
objects are located in the same node or in different
nodes. This means that from the viewpoint of the
designer or the operator of each RTO.k object, the ‘relo-
cation autonomy’ [9], i.e. the autonomy in choosing the
residence of the object, is maximized.

2. As we mentioned earlier, an extension of the HU-DF
scheme over the original DF scheme is to support state
message communication in addition to supporting event
message communication as in the original DF scheme.
The DFC support has been implemented in the DREAM
kernel such that a DFC can be configured to contain one






