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Abstract: Mobile agent structuring is an increasingly
practiced branch of distributed computing software
engineering. In this paper we discuss the major issues
encountered in producing real-time (RT) agents which are
designed to perform output actions in manners meeting
specified timing requirements. An approach to
structuring of RT agents which is an extension of a high-
level real-time distributed object programming approach
called the Time-triggered Message-triggered Object
(TMO) programming scheme, is also presented. The
TMO based approach is promising because it provides a
sound framework in which timeliness issues can be
resolved in cost-effective manners.
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1. Introduction

Mobile agent structuring is an increasingly practiced
branch of distributed computing software engineering
[Ari98, Gia0l, Kar98, Lan98, Lan99, Lin96, Min99,
Pas02]. Mobile agents are software modules with the
following fundamental characteristics:

(1) Agents are dynamically created by their employers
which are software modules and may themselves be
other agents;

(2) Agents are substantially autonomous in that they
receive primarily "high-level commands" from their

employers;

(3) Agents may run in the sites where their employers are
running but they are also dispatched by their
employers to "visit" and run in remote sites
whenever needs arise.

This agent structuring is motivated by the following
factors. First, if an agent visits a remote host site and
performs a substantial amount of computation which
involves extensive interaction with other entities in the
host site, then the agent may be able to perform the
computation much more efficiently than the employer
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can. This is because when the employer will do the same
computation, its interaction with the entities in the remote
site will involve inefficient communications and thus the
computational efficiency will be degraded considerably.

Secondly, when an agent visits a remote host site, the
agent may be able to obtain greater access privileges for
the resources in the host site than its remotely located
employer can. This is because the host site manager
(HSM) may be willing to allow greater access privileges
to an admitted agent than to external entities for security
and performance reasons. Interactions between the agent
and other entities in the host site do not involve long-
distance communications which are less tightly protected.
Also, such in-house interactions may involve shorter-term
commitment of resources in the host site and thus the
HSM may be more willing to allow such interactions than
long-distance interactions.

Therefore, agents are meaningful additions to the
client-server architecture. The type of agents which
became popular first, were the web servers' display
rendering agents running in the web browsers' sites.
Since then, much more sophisticated types of agents have
been developed. Also, agents can dispatch other agents
and then the former agents are employers of the latter.

Agents normally visit only those cooperative
trustable sites which can also admit trustable visitor
agents only. However, in some applications, "brave"
agents may be incorporated and such agents may visit
potentially unfriendly sites or interact with uncertified
potentially dangerous entities in such sites. Provision of
such brave agents requires abilities to use defensive logic
which can either filter out or enforce safe use of
potentially dangerous information by the employers of the
brave agents. Provision of brave agents is thus a topic for
long-term research [San97, Vig97].

In this paper we discuss the major issues encountered
in producing real-time (RT) agents which are designed to
perform output actions in manners meeting specified
timing requirements. Such RT agents are desired for
several reasons.

(1

RT applications impose timing requirements on
certain actions [Kop97]. Untimely outputs of agents



can be useless in such

applications.
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(2) Agents must often interact not only with their
employers but also with other agents. Careless
design of autonomy or inter-dependency in a
cooperating community of agents can often lead to
chaotic behavior of the agent community including
the employers. Examples of chaotic behavior are
output actions at wrong times, conflicting actions of
agents, flooding the networks with useless
messages, etc. Use of RT agents helps in avoiding
chaotic behavior because it is easier to effect
efficient coordination of agents and their employers
and their existence requires careful management of
resources in the sites.  Their individual and
collective behavior tends to be much more
predictable than that of non-RT agents.

(3) It is easier to make robust RT agents than robust non-
RT agents. This is again because the sites which
can run RT agents must do careful management of
resources and it is easier to coordinate replicas of
RT agents than replicas of non-RT agents.

However, the field of RT agents is in its infancy and
there are a number of technical challenges that must be
overcome before use of RT agents becomes a common
practice. Such challenges are discussed in the next
section (2).

Then an approach to structuring of RT agents which
is an extension of a high-level real-time distributed object
programming approach called the Time-triggered
Message-triggered Object (TMO) programming scheme
[Kim97, Kim00], is discussed in Section 3. The TMO
scheme has been established in the last 10 years. The
paper concludes in Section 4.

2. Challenges in realizing real-time agents

Agents may visit remote sites or reside in the same
sites where their employers reside. In this section, only
those agents running in remote sites are considered
because the agents co-resident in the same sites with their
employers do not pose any additional challenge.

2.1 Timely admission and activation at the
destination site

Since an RT agent is subject to a deadline for its first
reporting to its employer, its dispatch must be executed
efficiently in a time-bounded manner. The dispatch
involves the following sequence of operations:

(1) The employer's submission to the remote host site of
a request for permission to visit;

(2) The remote HSM's reply;
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(3) Assuming that the remote HSM replied positively,
the employer's supply of the code of the agent;

(4) The remote HSM's loading of the code onto its
memory, and activation of the agent.

Therefore, both the remote HSM and the
communication infrastructure involved must act in time-
bounded manners.

The remote HSM will accept a visit request only if it
has the resources indicated by the visit requestor (i.e.,
employer of the proposed agent) as needed to run the
proposed agent. Therefore, the resource requirements
must be specified in forms understandable to both the
employer and the remote HSM. Admission of an agent
then involves reservation of necessary resources in the
host site.

2.2 Timely interactions between agents and
employers

Since an RT agent has deadlines to meet in making
reports to its employer, it must acquire and release
execution resources in the host site in timely manners
within the limits agreed at the time of its admission into
the host site. Conversely, the HSM and the operating
system (OS) in the host site must allocate resources to the
agent efficiently in the same manner as they allocate
resources to other RT processes and RT objects in the
site.

Whenever requested by an RT agent, the employer
must respond within predetermined time bounds. This
must be effected by the HSM and the OS in the site
running the employer. The designers of the employer and
the agent must ensure such timely interaction capabilities.

2.3 Timely discovery of dead or sick agents

Dead or sick RT agents must be discovered by both
the HSMs of the host sites and their employers located in
remote sites.

An HSM can detect a dead RT agent by operation of
a time-out mechanism triggered upon absence of a
farewell greeting message or a health report beyond a
deadline. The HSM may also notice the lack of responses
from the agent to its health inquiries. Similarly, the
employer can also detect the crash of its RT agent by a
time-out associated with the arrival of a (progress or
final) report from the agent.

As for detecting a sick RT agent, the problem is more
complicated. The HSM of the host site can notice
unreasonable attempts of the agent to access certain
prohibited entities. Or unreasonably late responses from
the agent to its health inquiries can be noticed. In the
case of the employer, it can notice the invalid contents in
the reports received from the sick agent.

One can also design an agent to perform self-
diagnosis at various points during its life-time. Such a
self-check can reveal a sick condition.



2.4 Timely recovery from the failures of RT
agents

Once a dead or sick agent is discovered by the HSM
in the site hosting the agent or the employer, the HSM
and the employer must cooperate to erase any remnants of
the agent in the site. The employer must then perform
some RT recovery actions. This means that the employer
must be designed with the capability for taking
appropriate actions upon discovering the death of an
agent.

If a sick agent detects its own sick condition, it must
report the detection to both the HSM in the host site and
its employer. Any further actions of the agent depend on
whether it was designed to possess retry capabilities or
not. If the agent possesses such capabilities, it can make
a retry and perform a self-diagnosis again. If the self-
diagnosis produces good results, the agent reports the
condition to both the HSM and the employer again and
proceeds to complete the rest of its mission. If the self-
diagnosis result is bad again, the agent can make some
more retries if it possesses additional retry capabilities or
simply take a suicide.

All the recovery actions mentioned above must be
executed in time-bounded manners.

2.5 Protection of the host site against attacks
from agents dispatched by malicious employers

Each site hosting a visiting agent must be robust in
the presence of malicious employers who may dispatch
malicious agents [Gra96, Gra97, Kar97, Lev95, Vig97].
The most fundamental issue here is that of authenticating
requestors before admitting the agents dispatched by
them.  Numerous solutions for such authentication
problems have been studied in recent years.

Another issue is to protect the host site against the
malicious behavior of an admitted agent. This is the
responsibility of the HSM and the OS in the host site.
Such protection problem is similar to that in the domain
of web objects, which is currently an active area of
research in both industry and academia.

2.6 Protection of agents from the snooping of
malicious entities in host sites

In a sense, this protection is the responsibility of the
HSM in the host site. On the other hand, the designer of
an agent in this case is aware of non-negligible chances of
encountering mildly malicious entities in the host site,
i.e., the entities performing the snooping only. The
designer must then make conscious efforts for not
revealing any sensitive information to such snoopers.
First of all, the employer must not send to the agent any
sensitive information which is not essential in the agent's
activities. Secondly, the sensitive information must be
encoded to make it difficult for snoopers to decode it and
make meaningful use of the information.

3. An approach to TMO structuring of
real-time agents

3.1 An overview of the TMO scheme and the
TMOSM architecture

High-level  approaches to RT  distributed
programming are generally aimed for relieving the
programmer from the burden of handling many details
specific to execution platforms which may be composed
of processors, standard peripherals, OS kernels, and
middleware [Bol00, ISO, Kim97, OMGO02, WOR]. The
Time-triggered  Message-triggered  Object  (TMO)
programming scheme is among the most advanced
approaches of such kind [Kim97, Kim00, additional
references in http://dream.eng.uci.edu /tmo/tmo.htm]. Its
development started in early 1990's with a concrete
skeleton of the syntactic structure and execution
semantics to support economical reliable design and
implementation of RT systems.

The TMO programming scheme is a general-style
component programming scheme and supports design of
all types of components including distributable hard-RT
objects and distributable non-RT objects within one
general structure. TMO is a natural, syntactically minor,
and semantically powerful extension of the conventional
object(s). Typical object-oriented (OO) programmers can
adopt it with relatively small efforts.

TMOs are devised to contain only high-level intuitive
and yet precise expressions of timing requirements. No
specification of timing requirements in (indirect) terms
other than start-windows and completion deadlines for
program units (e.g., object methods) and time-windows
for output actions is required. For example, priorities are
attributes often attached by the OS to low-level program
abstractions such as threads and they are not natural
expressions of timing requirements. Therefore, no such
indirect and inaccurate styles of expressing timing
requirements are associated with objects and methods.

At the same time the TMO scheme is aimed for
enabling a great reduction of the designer's efforts in
guaranteeing timely service capabilities of distributed
computing application systems. It has been formulated
from the beginning with the objective of enabling design-
time guaranteeing of timely actions. The TMO
incorporates several rules for execution of its components
that make the analysis of the worst-case time behavior of
TMOs to be systematic and relatively easy while not
reducing the programming power in any way.

3.1.1 TMO structure and design paradigms

As depicted in Figure 1, the basic TMO structure
consists of four parts:

ODS-sec = object-data-store section: list
of object-data-store segments (ODSS's); Each
ODSS is a group of data members and is a unit
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that can be locked for
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members contained; Data Object Data Store (ODS ) . '
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in 2 TMO. ] @ Time-triggered (TT)
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communication channels, and % domain”
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list of spontaneous methods; Client Mme—tn’ggered
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method section. — ” %\ swm2> (SvM's)
[}
Major features are summarized ° ° "Relative time
below. The second and third are the ~ —» pekniiled ° domain"
most conspicuous unique extensions

of conventional object(s).

(a) Distributed computing
component:

The TMO is a distributed computing component and
thus TMOs distributed over multiple nodes may interact
via remote method calls. To maximize the concurrency in
execution of client methods in one node and server
methods in the same node or different nodes, client
methods are allowed to make non-blocking types of
service requests to server methods.

(b) Clear separation between two types of methods:

The TMO may contain two types of methods, time-
triggered (TT-) methods (also called the spontaneous
methods or SpMs), which are clearly separated from the
conventional service methods (SvMs). The SpM
executions are triggered upon reaching of the real-time
clock at specific values determined at the design time
whereas the SvM executions are triggered by service
request messages from clients. Moreover, actions to be
taken at real times which can be determined at the design
time can appear only in SpMs.

(c¢) Basic concurrency constraint (BCC):

This rule prevents potential conflicts between SpMs
and SvMs and reduces the designer's efforts in
guaranteeing timely service -capabilities of TMOs.
Basically, activation of an SvM triggered by a message
from an external client is allowed only when potentially

Figure 1. The basic structure of TMO (Adapted from [Kim97])

conflicting SpM executions are not in place. An SvM is
allowed to execute only when an execution time-window
big enough for the SvM that does not overlap with the
execution time-window of any SpM which accesses the
same ODSSs to be accessed by the SvM, opens up.
However, the BCC does not stand in the way of either
concurrent SpM  executions or concurrent SvM
executions.

(d) Guaranteed completion time for method execution
and deadline for result return:

The TMO incorporates deadlines in the most general
form. Basically, for output actions and method
completions of a TMO, the designer guarantees and
advertises execution time-windows bounded by start
times and completion times. In addition, deadlines can be
specified in the client's calls for service methods for the
return of the service results.

Triggering times for SpMs must be fully specified as
constants during the design time. Those RT constants
appear in the first clause of an SpM specification called
the autonomous activation condition (AAC) section. An
example of an AAC is

"for t = from 10am to 10:50am every 30min
start-during (t, t+Smin) finish-by t+10min"

which has the same effect as
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{"start-during (10am, 10:05am)
finish-by 10:10am",

"start-during (10:30am, 10:35am)
finish-by 10:40am" }

An underlying design philosophy of the TMO
scheme is that an RT computer system will always take
the form of a network of TMOs, which may be produced
in a top-down multi-step fashion [Kim97]. The designer
of each TMO provides a guarantee of timely service
capabilities of the object. The designer does so by
indicating the guaranteed execution time-window for
every output produced by each SvM as well as by each
SpM executed on requests from the SvM and the
guaranteed completion time (GCT) for the SvM in the
specification of the SvM. Such specification of each
SvM is advertised to the designers of potential client
objects. Before determining the time-window
specification, the server object designer must convince
himself/herself that with the object execution engine (a
composition of hardware, node OS, and middleware)
available, the server object can be implemented to always
execute the SvM such that the output action is performed
within the time-window. The BCC contributes to major
reduction of these burdens imposed on the designer.

It should also be noted that the ODSS in a TMO may
be a group of spontaneously changing data members. For
example, an ODSS may be a nested TMO which can
spontaneously change. An ODSS may also be a device
driver interface.

3.1.2 TMO support middleware (TMOSM)

Currently one of the most advanced models of the
execution engines for TMOs is the middleware
architecture named the 7TMO support middleware
(TMOSM) which can be implemented on widely used
commercial hardware and OS platforms [Kim99].
TMOSM uses well established services of commercial
OSs, e.g., process and thread support services, short-term
scheduling services, and low-level communication
protocols, in a manner transparent to the application TMO
programmer.  Prototype implementations based on
several most popular OS kernels such as Windows
NT/XP, Windows CE, and Linux exist. Although major
structural characteristics of TMOSM have not been
changed since its inception in 1998, its refinements have
steadily occurred, especially in concurrency and I/O
management.

A friendly programmer interface wrapping the
services of TMOSM has also been developed and named
the TMO Support Library (TMOSL) [Kim00]. It consists
of a number of C++ classes and is meant to be an API-
style approximation of an idealistic fully featured TMO
programming language. It empowers C++ programmers
with the following powerful and natural mechanisms for
specification of unique and essential features of any RT
distributed programs:

(1) Global time base [Kop97];
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(2) Time-triggered (TT) action;

(3) Concurrency control;

(4) Interaction among RT objects and RT message
communication, including blocking calls for remote
methods, non-blocking calls, and direct message
communication over programmable real-time logical
multicast channels [Kin00].

3.2 Agent TMOs

An agent can be created and operated as depicted in
Figure 2. The SpM resident in Site 1, Invest TMO.SpM,
dispatches an agent to Site 2. The seven steps involved
are as follows.

(1) Reservation for a visiting slot: Invest TMO.SpM
issues a call for dispatching an agent using the code,
Agentl.dll. The TMO execution engine in Site 1,
which consists of a TMOSM instantiation, a node
0S8, and node hardware, executes this dispatching in
several steps. The first step is to send a request to
the HSM in Site 2, HSM2, for reservation of a
visiting slot.

(2) Reservation confirmation: HSM2 checks its resource
conditions and decides whether to accept or reject
the reservation request. In Figure 2, an acceptance
notice is returned to Site 1.

(3) Supply of agent code and the initial state: The TMO
execution engine in Site 1 transmits to HSM2 the
code of the agent being dispatched, Agentl.dll,
along with the initial state information provided by
Invest TMO.SpM in the dispatch call as a
parameter.

(4) Loading and activation: HSM2 loads the received
Agentl.dll onto the working memory and executes
the main function (i.e., an entry function) in
Agentl.dll. As a result, Agent] TMO is activated
since the main function contains a statement for
activation of the TMO. Steps 2, 3, and 4 are
transparent to the designer of the employer,
Invest TMO.SpM.

(5) Settlement report: Some time after Agentl] TMO is
activated, it sends the first report to its employer. A
convenient mechanism for this report
communication is the Real-time Multicast and
Memory-replication Channel (RMMC) which is a
part of the TMO [Kim00]. RMMC is a logical
multicast channel and as such, can be dynamically
created and removed. A TMO can establish an
access gate to a desired RMMC in its ODS. In
Figure 2, the employer, Invest TMO.SpM, waits
for that first report.

(6) Command: Based on the contents of the report from
Agentl TMO, the employer may decide to send
another command via an RMMC. This kind of
interactions between the employer and the agent
TMO can be repeated.
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Figure 2. An agent TMO and its employer

(7) Completion report: When Agentl TMO has finished
its mission, it can either send an explicit notice to
HSM2 or simply terminate in which case the TMO
execution engine in Site 2 will inform HSM2.
HSM2 then notifies Site 1 of the termination of
Agentl TMO.

The first four steps are for establishment of an agent
at a remote site. In TMO execution environments, the
conditions already exist for executing these four steps in
timely manners.  Similarly, RMMCs ensure timely
interactions between the employer and the agent.

In Figure 2, much of the agent's mission is carried
out by Agent] TMO.SpM. This SpM may be executed
just once or periodically. Note that between periodic
executions, the employer can call for the SvM-A1 service
which may have been designed to accept new commands.
In other words, the RMMC is not the only mechanism
facilitating the transfer of commands from the employer
to the agent.

Similarly, the employer may live for a single
execution or periodic executions of Invest TMO.SpM. If
a periodic execution is involved, then between periodic
executions of the employer SpM the agent can call for the
SvM-I1 service which may have been designed to accept
new reports.

3.3 Implementation issues

The framework presented in the preceding section
(3.2) is promising for meeting the timing requirements in
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cost-effective manners. However, its complete and
efficient implementation requires a considerable amount
of research in the future. The most urgent challenge to be
overcome is to establish a rigorous approach for
representation of resources required to run an agent. A
desired representation must enable efficient on-line
decision by the HSM on whether to admit the proposed
agent or not while keeping a maximal set of agents
admitted safely all the time.

Also, the framework presented in the preceding
section does not provide any new mechanisms for
protection of the host site. This issue discussed in Section
2.5 remains as a challenging topic for future research.

TMOs can be built in any of the basic object
programming languages, e.g., C++, Java, and C#.
Detailed implementation structures for agent TMO
support facilities will differ to some extent, depending on
which base programming language is used. A prototype
implementation of the facilities depicted in Figure 2 is
under way in the author's laboratory.

Based on the structure discussed up to now, RT
agents with considerable intelligence can be conceived.
For example, RT agents that can adapt to dynamically
changing health or resource conditions of the host site and
if necessary, migrate into a new host site and efficiently
discover resources in the new site, are conceivable.

3.4 Incorporation of rule declarations into agent
TMOs



Rule-declarations are higher-level abstractions than
conventional procedural program-segments. Therefore,
in some applications, it may be beneficial to allow
incorporation of event-condition-action (ECA) statements
into the TMO at the same level as SvMs and SpMs. This
means to support the following type of statements.

whenever condl(datal) and cond2(data2)
do <action-1>;

The following is an abstract example.

whenever
and

condl (sensor data during last interval)
cond2 (abridged history of sensor data)
do <action-1>;

Figure 3 shows such an extended TMO. In principle,
it should not be too difficult to support certain rule
declarations in the extended TMO. Suppose that we
make it mandatory in the extended TMO programming to
design each ODSS as a protected object and also design it
to have access methods. If a condition phrase in a certain
rule declaration is related to an ODSS, then the safest
thing to do is to check for the existence of the specified
condition whenever the content of the ODSS changes. A
practical approach to realizing this is to check for the
existence of the condition immediately before closing the
execution of a read-write access method of the ODSS.

Invocation of such a checking routine can be largely
mechanized. It should be possible to build a tool which is
capable of inserting such condition-checking logic into
ODSS access methods.

Once a specified condition is found, then the relevant
action phrase should be invoked. Whether such execution
of an action phrase can or should be done immediately in
all cases or it can or should be delayed until the current
TMO method execution is completed, is a topic for
further research.

Another conceivable approach to supporting rule
declarations without requiring the programmer to provide
access methods for every ODSS is to have a tool insert
relevant condition-checking logics into the exit paths in
every TMO method. Suppose a TMO method, SpM1,
accesses ODSS1 for read-write purpose and ODSSI
appears in one condition phrase, CONDI, in a rule
declaration. Then if SpM1 has just one exit point, the
tool will insert logic for checking COND1 immediately
before the exit point. Whether such late checking is
sufficient or not is again a topic for further research.

4. Conclusion

RT agent programming is in its infancy. A number
of basic challenging issues that need to be resolved before
RT agent programming become a common practice were
discussed in this paper.

The TMO based approach for structuring of RT
agents which has been presented in this paper is

171

Extended TMO

whenever

condl (ODSS1) and
cond2 (ODSS2)

do <action-1>;

{:Rule Declarations:g;

Figure 3. The TMO extended with the rule section

promising because it provides a sound framework in
which timeliness issues can be resolved in cost-effective
manners. However, the experimental research with this
approach is at an early stage. Also, much more research
is needed in the area of facilitating protection of the host
site against undesirable behaviors of sloppy or even
malicious agents.
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