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Abstract:  The autonomy of various subsystems in 
complex real-time distributed computer systems (DCS's) 
is a highly desired attribute.  Highly autonomous 
subsystems enable concurrent and largely independent 
testing/verification and maintenance of the subsystems.  In 
recent years, we formulated two system structuring 
techniques which could be used as fundamental tools for 
enhancing the subsystem autonomy:  (1) the RTO.k object 
structuring scheme and (2) the HU-DF inter-process-
group communication scheme.  Three approaches of using 
the above two tools for enhancement of the three different 
basic types of autonomy in an object, (1) relocation 
autonomy, (2) service timing autonomy, and (3) data 
acceptance autonomy, are presented.   
Index Terms:  autonomy, distributed computing, real-
time object, data field, object structure, inter-process 
communication.  

 
1.  Introduction  

Enhancing the autonomy of various subsystems (or 
processing components) in distributed computer systems 
(DCS's) returns the benefit of the increased cost-
effectiveness in system validation and maintenance.  
Highly autonomous subsystems enable concurrent and 
largely independent testing/verification and maintenance 
of the subsystems.  These are issues of great importance in 
developing and operating large-scale complex real-time 
DCS’s.  A challenge in designing DCS's is then to 
maximize the degree of autonomy of the subsystems while 
achieving the objective of efficient cooperative 
computing.   

In recent years, we formulated two system 
structuring techniques which could be used as 
fundamental tools for enhancing the subsystem autonomy:  
(1)  the RTO.k object structuring scheme [Kim93, 
Kim94b] and (2) the HU-DF inter-process-group 
communication scheme.  

The RTO.k object model, also called the time-
triggered real-time object (TT_RTO) model, is a result of 
the attempt by the first co-author and Hermann Kopetz at 
the Technical University of Vienna to find a proper 
extension of the basic object model which is highly cost-
effective in development of hard-real-time application 

systems.  Based on the initial framework formulated by 
Kopetz and Kim in late 1980's [Kop90], we formulated a 
concrete syntactic structure and execution semantics in 
recent years [Kim93, Kim94b, Kim94c].   A major 
attraction of this model is in that it is based on the 
following futuristic paradigms of real-time computing 
[Kim94d]:  
(1)  Real-time computing  ⊃   Non-real-time computing:  

Future real-time computing must be realized in the 
form of a generalization of the non-real-time 
computing, rather than in a form looking like an 
esoteric specialization.   

(2)  Design-time guarantee of timely service capabilities 
of subsystems/objects:  To meet the demands of the 
general public on the assured reliability of future 
real-time computer systems (RTCS’s) in safety-
critical applications, there is no adequate way but to 
require the system engineer to produce design-time 
guarantees for timely service capabilities of various 
subsystems (which will take the form of objects in 
object-oriented system designs).   

The RTO.k object model is effective not only in the 
multiple-level abstraction of real-time (computer) control 
systems under design but also in the accurate 
representation and simulation of the application 
environments.  A specification and implementation 
experiment that involved an application of the RTO.k 
structuring scheme to the development of a defense 
system together with an application environment simulator 
was conducted [Kim94b].  This experiment reinforced our 
belief that the RTO.k model had the necessary 
representational power and also offered an efficient and 
rigorous way to develop complex real-time systems.  

The HU-DF (HU data field) scheme for inter-
process-group communication is an extension of the 
original data field scheme developed by the second co-
author and other researchers in Hitachi, Ltd. [Mor86, 
Mor93].  The essence of the data field scheme is to 
facilitate dynamic creation of logical multicast channels 
and dynamic connection of processes to the logical 
channels in such a way that the idiosyncracies of the 
physical communication networks are transparent to the 
process designer.  If the physical communication facility 
has the broadcast capability, then a logical multicast 
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channel is facilitated by making all processing nodes using 
the channel broadcast (through the physical 
communication facility) messages with the headers 
containing the ID of the channel called the content code.  
The processing nodes connected to the logical channel can 
see all the messages coming through the physical 
broadcast facility but will pay attention only to those 
messages containing relevant content codes.   This means 
that when processes are designed to communicate via the 
logical multicast channels only, processes can be 
dynamically relocated without impacting other 
cooperating processes.  The HU-DF scheme differs from 
the original data field scheme in that the former allows 
dynamic flexible connection of processes to the logical 
channels and supports not only conventional event 
messages but also state messages which are based on the 
distributed replicated memory semantics.  

This paper starts with a brief overview of both the 
RTO.k object structuring scheme and the HU-DF scheme 
in Sections 2 and 3, respectively, and then presents three 
approaches of fundamental nature for enhancement of the 
object autonomy in Section 4.  The first approach is to use 
the HU-DF scheme (event message channels) as a means 
for interconnecting RTO.k objects.  The major direct 
benefit is the transparency of object locations which in 
turn leads to the enhanced autonomy of the objects.   

The second approach is a special form of RTO.k 
object structuring which is called the master spontaneous 
method structuring and enables objects to choose their 
action times of convenience without being dictated by 
their clients.  In this sense, RTO.k objects with 
spontaneous master methods are highly autonomous and 
enable relatively easy guarantee of timely services of total 
DCS’s to application environments.   

The third approach for enhancement of the 
autonomy of an RTO.k object is the loose connection 
between producer RTO.k objects and consumer objects 
realized by using only the state message channels 
provided under the HU-DF scheme for inter-object 
message communication.  This loose connection implies 
elimination of mutual acknowledgment-dependency 
between producers and consumers at the message delivery 
protocol level.  This kind of connection is particularly 
beneficial when one communication party (producer or 
consumer) is much less reliable than the other 
communication party.   

The paper concludes in Section 5.  
 

2.  An overview of  
the RTO.k object structuring scheme  

The RTO.k object model formulated in recent years 
[Kim93, Kim94b, Kim94c] was specifically devised with 
the following goals directly related to the futuristic 
paradigms of real-time computing mentioned in Section 1.  
(a)  Uniform structuring of both RTCS’s and their 

application environment simulators;  
(b)  Facilitating design-time guarantee of timely service 
capabilities of objects.  
2.1  Basic structure  

The basic structure of an RTO.k object is depicted in 
Figure 1.  It is an extension of the conventional object 
model(s) in four essential ways:  
(a)  For some methods of an RTO.k object, a real-time 
clock serves as the mechanism for triggering the method 
executions as the clock reaches some values specified at 
design time and such methods are called time-triggered 
(TT-) methods, also called the spontaneous methods 
(SpM’s),  and clearly separated from the conventional 
service methods (SvM’s) triggered by messages from 
clients;  
(b)  A concurrency constraint which prevents conflicts 
between TT-methods and message-triggered methods is 
incorporated.  Basically, activation of a service method 
triggered by a message from an external client is allowed 
only when potentially conflicting TT-method executions 
are not in place.  To be exact, when a message-triggered 
service method is not free of conflict in accessing the 
same portion of the object data space (ODS) with a TT-
method, execution of the former (message-triggered) 
method must not be allowed in a time zone earmarked for 
a TT-execution of the latter (spontaneous) method.  This 
restriction is called the basic concurrency constraint 
(BCC).  Therefore, TT-methods are given higher priorities 
for execution over the message-triggered methods.  Note 
that this BCC does not impose any restriction on 
concurrent execution of TT-methods or concurrent 
execution of message-triggered methods;  
(c)  For each execution of a method of an RTO.k object, a 
deadline is imposed;  
(d)  Real-time data contained in an RTO.k object become 
invalid after the interval called the maximum validity 
duration passes.  

Extensions (a) (the clear-cut separation of SpM’s 
from SvM’s) and (b) (the execution rule called the basic 
concurrency constraint) represent the two most 
distinguishing characteristics of this model relative to 
other proposed real-time object models [Att91, Bih89, 
Ish90, Ish92, Shi91, Tak92].  The two types of methods in 
an RTO.k object are different not only in the way their 
executions are triggered but also in that  

“actions to be taken at real times which can be 
determined at the design time can appear only in 
SpM’s”.  

Therefore, actions of the type “at constant-clock-value do 
S” or the type “sleep-until constant-clock-value” can 
appear only in SpM’s.   

Triggering times for SpM’s must be fully specified 
as constants during the design time.  Those real-time 
constants appear in the first clause of an SpM 
specification called the autonomous activation condition 
(AAC) section.  The AAC may be specified in the 
following form.  
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ab   “AAC-begin” 
{ [AAC name:]  
 for <time-var> = from <activation-time>  
   to <deactivation-time>  
   [every <period>] 

 start-during  
  (<earliest-start-time>,  
     <latest-start-time>) 

 finish-by <deadline>  
}*   
ae   “AAC-end”  

where the “star” expression x* or {x}* is a regular 
expression for the set {NULL, x, xx, xxx, ...}.  Note that 
“for t = from 10am to 10am start-during (t, t+5min)” has 
the same effect as “start-during (10am, 10:05am)”.  

A provision is also made for making the AAC 
section of an SpM contain only candidate triggering times, 
not actual triggering times, so that a subset of the 
candidate triggering times indicated in the AAC section 
may be dynamically chosen for actual triggering.  Such a 
dynamic selection occurs when an SvM within the same 
RTO.k object requests future executions of a specific 
SpM.  The AAC specifying candidate triggering times 
rather than actual triggering times starts with a declaration 

“if-demanded”.  Therefore, there are two 
different modes of determining triggering times 
for SpM’s:  
(a)  fully determined during the system design, 
in which case the SpM is said to be statically 
scheduled, and  
(b)  determined during the run time when an 
SvM requests executions of the SpM and 
designates a subset of the candidate triggering 
times prepared during the design time as actual 
triggering times, in which case the SpM is said 
to be partially dynamically scheduled.   

On the other hand, actions to be taken at 
real times which cannot be determined at the 
design time may appear in SvM’s, even if the 
actions may have to be executed periodically.  
Therefore, an SvM may include a statement of 
the type “for X seconds every Y seconds do S”.  
However, the start time of this statement 
execution is not known until the SvM is called 
by a client.  

An underlying design philosophy of the 
RTO.k object model is that an RTCS will 
always take the form of a network of RTO.k 
objects.  RTO.k objects interact via calls by 
client objects for service methods in server 
objects.  The caller may be an SpM or an SvM 
in the client object.  In order to facilitate highly 
concurrent operations of client and server 
objects, non-blocking (sometimes called 
asynchronous) types of calls (i.e., service 

requests) can be made to SvM’s.  
The following types of concurrency can be exploited 

in executions of object methods in an RTO.k object:  
(a)  Concurrency among SpM executions;  
(b)  Concurrency among SvM executions;  
(c)  Concurrency between SpM executions and SvM 
executions.  
Concurrency among the SpM’s is specified in an implicit 
but natural manner, e.g., two SpM’s designed to be 
triggered at 10 am.  The approach adopted for exploiting 
concurrency of type-b and type-c is to explicitly declare 
the portion of the object data space (ODS) used by each 
method and allow concurrent execution of methods 
whenever there is no data conflict.  
2.2  Design-time guarantee of timely service 
capabilities of RTO.k objects  

The designer of each RTO.k object provides a 
guarantee of timely service capabilities of the object by 
indicating the deadline for every output produced by each 
SvM (and each SpM which may be executed on requests 
from SvM’s) in the specification of the SvM (and some 
relevant SpM’s) advertised to the designers of potential 
client objects.  An output action here may be  
(a)  an updating of a portion of the ODS,  
(b)  sending a message to either another RTO.k object 
(which may or may not be the client) or a device shared 

 
Figure 1.  Structure of the RTO.k object model  
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by multiple objects, or  
(c)  placing a reservation into the reservation queue for a 
certain SpM (where the reservation queue holds future 
execution triggering schedules for the SpM determined up 
to the present).  
The specification of each SvM which is provided to the 
designers of potential client RTO.k objects must contain 
at least the following:  
(a)  an input specification that consists of  

(a1)  the types of input parameters that the server 
object can accept and  
(a2)  the maximum rate at which the server object 
can receive service requests from client objects;   

(b)  an output specification that indicates the deadline (not 
the exact output time) and the nature of the output value 
for every output produced by the SvM.   

Before determining the deadline specification, the 
server object designer must convince himself/herself that 
with the object execution engine (hardware plus operating 
system) available, the server object can be implemented to 
always execute the SvM such that the output action is 
performed within the deadline.   

On the other hand, a client RTO.k object imposes a 
deadline on the server RTO.k object for creation of all the 
intended computational effects (i.e., all intended output 
actions).  The deadline imposed by a client must not be 
earlier than the deadline adopted and advertised by the 
designer of the server object for completion of the 
corresponding SvM.  

The specifications of the SpM’s which may be 
executed on requests from the SvM must also be provided 
to the designers of the client objects which may call the 
SvM.  There is no input specification in an SpM 
specification but the output specification for an SpM 
indicates, for every output expected from the execution of 
an SpM, the exact time at or by which it will be produced 
and the nature of every value carried in the output action.   

The basic concurrency constraint (BCC) was 
incorporated into the RTO.k object model to ease the 
design-time guarantee of timely service capabilities.  At 
least it makes it very easy to analyze the execution time 
behavior of SpM’s.  Executions of SpM’s are not 
disturbed by SvM executions and triggering times of 
SpM’s are fixed at the design time.  For example, if a 
statement of the type “at 10am do S” appears in an SpM, 
its reliable execution can be easily assured.   
2.3  Execution engines for RTO.k objects 

Figure 1 also shows an idealistic execution engine 
model in which each method of an RTO.k object is 
mapped onto a dedicated processor with its local memory.  
A more economic execution engine will use each 
processor in execution of multiple RTO.k objects, let 
alone in execution of multiple methods in one RTO.k 
object.  Such an execution engine can share some parts 
with the existing real-time operating system kernels but 
must contain several major unique components.  Recently 

we designed such an execution engine model called the 
DREAM (Distributed Real-Time Ever Available 
Microcomputing) engine and implemented the first 
prototype, DREAM kernel, on the PC LAN equipped with 
Intel 80486 processors, DOS-BIOS device drivers, the 
Packet Ethernet driver, and an inter-process multicast 
communication manager called the HU data field 
subsystem.  Services of the DREAM kernel including 
process management services can be obtained from within 
a C++ program (representing an implementation of an 
RTO.k object) via calls for DREAM library routines.  An 
early version of the prototype DREAM kernel was used in 
an experimental development of a defense system with its 
application environment simulator [Kim94b].   
2.4  Uniform structuring of control computer systems 
and application environment simulators  

The RTO.k object supports an interesting style of 
simulation [Kim94b].  The ODS in an RTO.k object 
which simulates an application environment contains state 
representations of physical components in the 
environment, e.g., the airplanes, the ships, and the space 
(sky + land + sea).  Each TT-method, when executed, 
updates a variable-set in the ODS representing the state of 
some physical component (i.e., airplane, ship) to reflect 
the current state of the physical component.  Ideally the 
TT-methods should be activated continuously and each of 
their executions be completed instantly.  However, the 
limited power of the simulation engine dictates the 
activation frequency of any TT-method to be no more 
than once per every simulator clock tick while allowing 
each execution to be completed before or by the time of 
the following activation of the same method.  Therefore, 
TT-methods are the mechanisms for simulating 
continuous state changes that occur naturally in the 
environment objects.  The natural parallelism that exists 
among the environment objects is precisely represented by 
use of multiple TT-methods which may be activated 
simultaneously.  This single RTO.k representation can be 
expanded into a representation in the form of a network of 
RTO.k objects, each representing a physical component 
(e.g., airplane or ship).   

 
3.  The HU data field (HU-DF) scheme  
for inter-process-group communication  

The main features of the HU-DF scheme are 
discussed and the differences between the HU-DF scheme 
and the original DF scheme developed by the second co-
author and others [Mor82, Mor86] are briefly pointed out.  
(1)  Logical multicast channels and dynamic 
connection of a process to channels 

In order to minimize the impacts of frequently 
changing hardware configurations on the software, it is 
useful to design and implement the software such that 
physical node addresses of each node are used only inside 
a small kernel module within the node.  With such design, 
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interaction among the processes distributed over multiple 
nodes does not involve use of physical node addresses.   

The original DF scheme developed in [Mor82, 
Mor86] supports establishment of "logical multicast 
channels" shared among the concurrent distributed 
processes for their interaction without necessitating the 
processes to know the identities of other cooperating 
processes, let alone the identities of the nodes running the 
processes.  The only thing that a group of cooperating 
processes need to know in advance for a message 
communication is the name of the logical multicast 
channel through which the message will be 
communicated.  Each of those processes can simply 
educate the communication subsystem in the host node 
about the logical multicast channel to be used.   

With popular CSMA bus and token ring 
architectures, establishing a logical multicast channel to 
be shared among a group of processes boils down to 
choosing a logical channel ID number, called content 
code in [Mor86], to be included in the address field of 
each message broadcasted over a CSMA bus or a token 
ring.  Figure 2 depicts such an arrangement.  The 
processing nodes connected to the logical channel can see 
all the messages coming through the physical broadcast 
facility but will pay attention only to those messages 
containing relevant content codes.   This means that when 
processes are designed to communicate via the logical 
multicast channels only, processes can be dynamically 
relocated without impacting other cooperating processes.   

Therefore, a process wanting to send a message to 
other cooperating processes will execute a primitive 
"Multicast the data Di over the channel Cx".  Then all 
other processes set up to share channel Cx will pick up the 
message.   

In the HU-DF scheme, a process can freely connect 
itself to or disconnect itself from a logical multicast 
channel, which is somewhat restricted in the original DF 
scheme.  The communication subsystem supports 
primitives such as “Add content codes {CCi, CCj, CCk}”, 
“Delete content codes {CCi, CCj}”, etc.  A process can 
thus be connected to multiple logical multicast channels, 
thereby joining multiple communicating groups.   

(2)  Event messages and state messages  
The HU-DF scheme supports not only conventional 

event messages as the original DF scheme does but also 
state messages which are based on the distributed 
replicated memory semantics [Kop89].  The differences 
between event messages and state messages are depicted 
in Figure 3.  An event message carries information about 
an event occurrence and every event message should be 
read by the intended receiver.  An event message is not 
supposed to be overridden by another event message.  On 
the other hand, a state message carries information to be 
stored in a fixed memory location in each receiver 
corresponding to the ID of the state message.  Therefore, 
the ID of a state message represents a group of replicated 
memory units, each capable of holding the information 
carried in the state message and belonging to a different 
receiver.  The producer of a state message timestamps the 
message at the message production time.  Each receiver 
will read the content of its state message memory at its 
convenient time.  This means that the producer may 
update the contents of the state message memory units at a 
higher frequency than that at which a certain receiver 
reads the content of its state message memory.  A state 
message is thus typically used to share the periodically 
observed state information about a dynamic object, e.g., 
temperature of an oven.   

In the HU-DF scheme, every logical multicast 
channel consists of one event message channel and 
multiple (fixed number) state message channels.  More 
specifically, the message transmitted over a logical 
multicast channel contains either the sequence number of 
an event message or the ID of a state message channel in 
its header.  State message channels are particularly 
beneficial when one communication party (producer or 
consumer) is much less reliable than the other 
communication party.   
3.3  Blocking and non-blocking read of both event and 
state messages  

The HU-DF scheme supports both blocking and non-
blocking read of event messages.  In the case of a non-
blocking read of an event message from a logical 
multicast channel, the reading process picks an event 
message from its event message buffer allocated for the 
logical multicast channel (Figure 3) and if the buffer is 
empty at the time of reading, proceeds to the next step  

 
Figure 2.  The content code approach  

for implementing logical multicast channels  

 
Figure 3.  Event message queues and  

State message memories  
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without waiting for arrival of a new event message.  State 
messages are always read in the non-blocking mode.   

 
4.  Types of autonomy of an RTO.k object  
in a real-time distributed computer system  

Three approaches of fundamental nature for 
enhancement of the object autonomy are discussed in this 
section.  
4.1  Relocation autonomy  

In the execution engine model mentioned in Section 
2.3, the DREAM engine, every method of an RTO.k 
object is mapped to a process.  Interaction of RTO.k 
objects is realized only through SvM calls.  In order to 
maximize the relocation autonomy , i.e., autonomy in 
choosing its residence, of each RTO.k object, the HU-DF 
scheme is incorporated into the DREAM engine and every 
SvM is assigned and represented by a dedicated logical 
multicast channel (i.e., a content code number).  The SvM 
receives service requests via the channel and returns the 
result parameter to the channel.  The event message 
channel is used for this purpose.  To every SvM a unique 
logical multicast channel is dedicated.  With this 
arrangement, an RTO.k object can be relocated to another 
site in a network without impacting its client objects.   

In a system where objects are dynamically created 
and destroyed, information on logical multicast channels 
representing the SvM’s of a newly created object can be 
announced to all potential client objects by the creator 
object or the configuration manager responsible for 
system configuration including the name service and 
others.  
4.2  Service timing autonomy  

If an object can freely reject service requests from 
clients when the object is in an “uncomfortable” situation, 
e.g., due to an overload condition created, internal faults, 
etc., then philosophically one can say that the object is 
autonomous.  In a sense, such capability is built into the 
RTO.k object.  As discussed in Section 2.2, an object is 
advertised with the maximum rate at which the object can 
receive service requests from client objects, which is one 
possible form of representing the maximum load that can 
be handled without violating the timely service guarantee, 
or with an alternative representation of the maximum load.  
This was necessary to make timely service guarantees.  

Therefore, when the service request receiver in an RTO.k 
object receives service requests while the object is in a 
maximally loaded state, the receiver replies with rejection 
messages.   

More generally, a highly desirable type of object 
autonomy in a real-time object oriented DCS is the service 
timing autonomy of an object, i.e., the autonomy in 
choosing its times for handling requests from clients.  This 
autonomy is valuable in enabling the easy analysis of the 
timing behavior of the DCS.  For example, a typical 
situation which presents difficulties in analysis of the 
timing behavior of the DCS is where several long chains 
of SvM calls (i.e., an SvM call involving another SvM call 
which in turn involves another SvM call, etc.) are created 
and intertwined.  Basically, the analyst is forced to 
examine many interference possibilities of numerous 
objects together to derive a conclusion about the timing 
behavior of the system.   

On the other hand, in the extreme case of an RTO.k 
object where SvM’s are not allowed to call the SvM’s of 
other objects and thus most calls to SvM’s of other objects 
are made by SpM’s, the analysis of the timing behavior of 
the DCS involves multiple rounds of examining two 
objects in a client-server relationship at a time.  This 
arrangement is called the master spontaneous method 
structuring and depicted in Figure 5.  The SvM’s in such 
an object can play the roles of receptionists which receive 
service requests and then convert them into work orders to 
be put in a queue which is examined regularly by a master 
SpM.  Such SvM’s are called auxiliary SvM’s.  The 
master SpM can reject some work orders when the 
workload is excessive and inform the clients of such 
rejection.  Note that an RTO.k object can have multiple 
master SpM’s.   

The aforementioned approach of allowing a server 
object to reject some service requests should be 

 
Figure 4.  Logical multicast channels for an SvM 

 
  Figure 5.  Master SpM 
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accompanied by provision of multiple servers, otherwise, 
the cooperative distributed computing may collapse.  
4.3  Data acceptance autonomy  

In order to further loosen the connection between 
data producer objects and consumer objects, state message 
channels can be utilized for providing data directly into 
the ODS’s of consumer objects.  Figure 6 depicts such a 
consumer RTO.k object.  Special read-only components 
are included in the ODS and they are connected to state 
message channels.  This means an extension of the RTO.k 
object model reviewed in Section 2.  This facilitates the 
data acceptance autonomy of an object, i.e., autonomy in 
choosing its times for accepting real-time input data.  
Again, if either member of a producer-consumer pair fails, 
then the partner is not necessarily blocked.  The special 
read-only components can be viewed as read-only local 
copies of global shared data space segments (or bulletin 
board postings).   

Moreover, with the above arrangement, it is possible 
to have RTO.k objects without any SvM’s but a trivial 
SvM used for object initialization.  SvM calls in normal 
RTO.k objects are replaced by state messages carrying 
work orders to be picked by SpM’s at their convenient 
times.  The result is then the ultimate in loosening the 
connection between producer and consumer objects.    

 
5.  Conclusion  

Three approaches of fundamental nature for 
enhancement of the object autonomy were presented in 
this paper.  Of the three, the approaches for facilitating the 
relocation autonomy and the service timing autonomy 
were tested through an experimental development of a 
defense system and its application environment simulator.  
As the research in the RTO.k object structuring of real-
time DCS’s progresses further to include experimental 
validation of fault tolerance techniques [Kim94a], the 
approach for facilitating the data acceptance autonomy 

will be tested.  Much research and development work 
remains to be done to adherence to the futuristic 
paradigms of real-time computing mentioned in Section 1 
a relatively painless common practice.  
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