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Abstract: Deadline handling is a fundamental part of
real-time computing but has been practiced in ad hoc
forms for decades. A general framework for systematic
deadline handling in rea-time distributed computer
systems is proposed in this paper. The notions of hard
deadlines and hard-real-time program components are
discussed along with the advantages of a hard-real-time
component based construction approach. To present
approaches for implementation of systematic deadline
handling in concrete forms, we use the time-triggered
message triggered object (TMO) network structuring as
the basic design framework in which deadline handling
approaches are incorporated. The TMO structuring
scheme is a general-style component structuring scheme
and supports design of all types of components including
hard-real-time objects and non-real-time objects within
one general structure. An augmentation of the TMO
structure with statistical performance indicators is also
proposed.
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TMO, time-triggered, message triggered, object.

1. Introduction

Deadline handling has been practiced in ad hoc forms
for several decades but has not been established in a
general form [Kop97, Son94]. This has been the case
even for single-node systems . In red-time (RT)
distributed computer systems (DCSs), deadline handling
is a much more complicated issue [JC99, Kim97,
OMG99, RJG99, Sel99]. First, deadlines often need to be
imposed on computations involving actions by multiple
nodes and the communication facilities. Secondly, large-
scale systems must be constructed in a modular
systematic manner and thus deadlines must also be
imposed in amodular form.

In this paper, we propose one general broadly
applicable framework for systematic deadline handling
including specification and design of capabilities for
detecting and responding to deadline violations. To make
discussion on implementation approaches to be concrete,
we use the time-triggered message triggered object
(TMO) network structuring [Kim97] as the basic design
framework in which deadline handling approaches are
incorporated. The TMO structuring scheme has been
established to remove the major limitations of
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conventional object structuring techniques in developing
RT applications. It isanatural and syntactically small but
semantically powerful extension of the conventional
object-oriented (OO) design and implementation
techniques. It alows the system designer to abstractly
and yet accurately specify timing characteristics of data
and function components of distributed computing
objects.

Therest of the paper is organized as follows. Section
2 introduces some basic concepts such as hard deadline,
guaranteed service time, and the client's deadline. A
general framework for systematic deadline handling is
then presented. The TMO scheme is reviewed briefly in
Section 3. In Section 4, an implementation model for
deadline handling in TMO networks is presented. Section
5isaconclusion of the paper.

2. General framework for
systematic deadline handling

2.1 Hard deadline and fault tolerance

An attitude frequently taken by system engineers has
been that:

(1) Deadlines can be violated if a violation does not
occur too many times for a certain period, and

(2) when a violation occurs, the system can continue,
restart from the beginning, or roll back to a recovery
point.

This assumes that the costs of a deadline violation are not
that high and certainly not as high as the loss of large
economic properties or human lives.

Certain deadlines cannot be treated so lightly. For
example, suppose cars are to be driven by automated
drivers (robots). If such cars are heading toward a
collision course, then the collision can be avoided only if
at least one driver detects the danger and takes an
avoidance action within a certain deadline. Such a
deadlineis called a hard deadline.

Therefore, in principle, failing to meet hard deadlines
is to fail in the critica application mission and thus it
must be avoided via al available means. In this type of
situations where system engineers do their utmost best,
the main unavoidable sources of deadline violations are
hardware faults or unreliable operating systems (OSs).
To avoid the dangers presented by unreliable OSs, system



engineers dealing with hard-real-time (HRT) applica-
tions, i.e., applications subject to hard deadlines, have
tended to use minimal-service OSs which can be simply
tested and whose timing behavior can be predicted with a
high degree of precision. Let us consider for awhile such
environments where use of minimal-service OSs is
acceptable. Hardware faults must still be dealt with and
thus use of fault tolerance mechanisms which make up for
the weaknesses of hardware has been a popular practice
except where the reliability of hardware components is
trusted to be sufficiently high.

To be useful in HRT applications, fault tolerance
mechanisms must be of the type that incurs "small
bounded overhead" during normal fault-free operational
periods and recovers both the system and the on-going
application within a small bounded period after a fault
occurrence. Such an RT fault tolerance technology
applicable to distributed HRT systems has advanced
dowly and only in recent years practically effective
technol ogies have started appearing [Kim98b, Kop97].

On the other hand, the trend is that the scale of newly
emerging HRT applications is continuously growing and
as a result the use of minimal-service OSs is becoming
less and less tolerable. A problem here is that currently
available large-service OSs (e.g., Windows NT or OSs
providing at least 1/3 of the services offered by Windows
NT) [Ric97, Tim97] have not shown easily analyzable
timing behavior and thus have not been reliable for use in
supporting sizable HRT applications. Here again, there
have been some attempts to use specia types of fault
tolerance approaches to make up for the weaknesses of
OSs [Kim98a, Kim98b, Kop97, Ran95]. For example, if
a set of program components runs on a primary-shadow
pair of nodes, then there is reasonable chance that the
weaknesses of the OS will not show up in both nodes
during a short interval [Kim98a].

Therefore, use of fault tolerance mechanisms to make
up for the weaknesses of not only hardware but also OSs
has become an increasingly popular practice in the field
of HRT system engineering.

2.2 Guaranteed servicetimevsclient'sdeadline

On the other hand, from the viewpoint of realizing
systematic construction of sizable HRT distributed
computing applications, one highly desirable approach is
to use HRT program components, each of which is
associated with a guaranteed completion time, also called
guaranteed service time, for every service method that it
provides. If a program component provides multiple
service methods, it is associated with multiple guaranteed
service times. If every program component contributing
to the computation subject to a hard deadline has a
guaranteed service time associated with it, then meeting
the hard deadline becomes the trivial problem of checking
whether the sum of the guaranteed service times of the
contributing components is indeed less than the hard
deadline. The real problem then is to ensure that every

guaranteed service time associated with every program
component is credible. In a sense, each guaranteed
service time is a hard deadline that the designer of the
program component has decided to impose on the
program component. Therefore, implementation of such
a program component may involve the use of fault
tolerance mechanisms.

If a program component fails to meet a guaranteed
service time, then a number of other program segments
may also be treated as failed components. First of all, the
client (program component) to which the failed
component has been trying to provide a service is treated
as having failed. To be more precise, an exception signal
indicating the failure of the server component is sent by
the execution engine(s) to the client component. If the
client is not fully dependent upon the server component,
i.e, if the client was designed to handle such an exception
signal, then the client can continue its operation.
Otherwise, the client component is treated as a failed
component.

In addition, those program components which issued
previous service requests or will issue future service
requests to the failed component, may be treated as failed
components. Thisis mainly because the state of that HRT
program component which has failed to meet the
guaranteed service time, is highly likely to remain
inconsistent with the states of those past, current, and
future client components. The inconsistency problem is
highly likely to be there even if the failed program
component tries to either cleanse itself of any remaining
effects of the failed service execution or complete the
service execution after the guaranteed completion time.
There are some special cases where the inconsistency can
be removed, but such case occurrences are a small
fraction of all occurrences of guaranteed service time
violations.

Therefore, the conservative system operation under
which all past and future clients of a failed program
component are treated as failed components, is a justified
operation in many applications, especially considering
that it enables systematic modular construction of HRT
distributed computing applications. In environments
where the probability of a HRT program component
falling to meet a guaranteed service time is non-
negligible, the short life expectancy of an application may
be a concern to the system designer. Then such a
designer must consider embedding effective RT fault
tolerance capabilities into HRT program components,
thereby reducing the probability of missing guaranteed
service times. Any attempt to replace a guaranteed
service time of a program component by a "soft" deadline
to be imposed on the component is expected to lead to a
complicated methodology which does not enable modular
systematic construction of HRT systems.  Special
Situations where it might be worth augmenting HRT
program components with statistical performance
indicators are discussed in Section 2.4.
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HRT component based construction approach is :
conservative in nature but highly cost-effective :
due to its systematic and modular characteristics.
Here the designer/implementer of an HRT
component announces its guaranteed service

time to all potential designers of client
components. We expect that this HRT
component based construction approach will
meet increasing acceptance in the practicing
field in the future. In the rest of the paper, this
construction approach is assumed.

Figure 1 depicts the relationship between a
client and a server component in a system
composed of HRT components which are structured as
distributed computing objects. The client object in the
middle of executing its method, Method 1, calls for a
service, Method 7 service, from the server object. In
order to complete its execution of Method 1 within a
certain target amount of time, the client must obtain the
service result from the server within a certain deadline.
This client's deadline is thus set without consideration of
the speed of the server. During the design of the client
object, the designer searches for a server object with a
guaranteed service time acceptable to him/her.

Actually the designer must also consider the time to
be consumed by the communication infrastructure in
judging the acceptability of the guaranteed service time of
a candidate server object. In genera, the following
relationship must be maintained:

Time consumed by communication infrastructure +
Guaranteed servicetime

~ LWL

Node facility \

Server's Server Object

execution
engine

L

Figure 2. Theclient's and server's execution engines

< Maximum transmission timesimposed on
communication infrastructure + Guaranteed service

time

< Deadline for result arrival — Call initiation instant

where both the deadline imposed by the client for result
arrival and the initiation instant of the client's remote
service call are expressed in terms of absolute real time,

e.g., 10am.

In some environments, the maximum transmission
times imposed on the communication infrastructure may
be violated at a non-trivia frequency but then the system
designer must understand the limit on the reliability of the

application systems that can be attained

environments.

in such

2.3 Client's execution engine

There are three sources from which a fault may arise
to cause aclient'sdeadline to be violated. They are
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Figure 1. Client's deadline vs Server's guaranteed servicetime

(sl) the client object's resources
which are basically node facility
(hardware + QOS),

(s2) the communication
infrastructure, and

(s3) the server object's resources
which include not only node facility
but also the object code.

The server is responsible to
finish a service within the
guaranteed service time, while the
client is responsible for checking if
the result comes back within the
client's deadline. Therefore, the
client object is responsible for
checking the results of the actions
by al the resources involved, i.e.,
(s1), (s2) and (s3), whereas the
server object is responsible for
checking the results of the actions
of (s3) only. This means that the



client's execution engine can be viewed as consisting of
not just the client's node facility but aso the
communication infrastructure, as depicted in Figure 2.

2.4 Augmentations of HRT componentswith
statistical performanceindicators

More often than not, HRT program components
implemented with currently available tools and execution
engines, are associated with guaranteed service times of
rather poor qualities, i.e., large guaranteed service times,
but exhibit much better service times during most of their
service executions. Thisis due to many factors, including
fluctuations in the service times of an OS in supporting
application program components, etc.

The communication infrastructure in  many
application environments has the same characteristics,
i.e., guaranteed service time of poor quality and typical
service times of much better quality.

Therefore, the designer of a client program
component can often run into a situation where available
server components do not provide guaranteed service
times of acceptable qualities but their typical service
times are far better than the client's requirements. A
pragmatic compromise in such a situation is to augment
each server component with a statistical performance
indicator. For example, a server component can be put
through a number, say 1000, of test-runs while the service
time is measured in each test-run. Then the statistical
distribution of the service time can be attached to the
server program component as a statistical performance
indicator of the component.

The designer of a client component may use
candidate server components whose @ statistical
performance indicators are good even if the guaranteed
service times of the candidate components are not
acceptable. This means that the client component must be
designed to impose on both the server component and the
client's execution engine a deadline for result arrival
(DRA) which is smaller than maximum transmission
times (imposed on the communication infrastructure) +
guaranteed service time (of the server component). In
other words, the requirement discussed in Section 2.2 on
mai ntenance of the relationship,

(Maximum transmission times + Guaranteed service

time) < (Deadline for result arrival — Call

initiation instant)",
isrelaxed. Moreover, the client component must be
equipped with an aternate logic which will be invoked to
accomplish the application objective of the component in
time, in case a DRA violation results from the call for a
service from the server component. Thisway the client
component can satisfy its own guaranteed service time.
Of course, the client component can also offer a statistical
performance indicator.

The need to provide an alternate logic is a price paid
for relying on the statistical performance indicators of

server components, rather than relying on their guaranteed
service times.

3. An overview of a general approach to
structuring real-time distributed systems:
the TM O structuring scheme

In order to deal with the issues in implementation of
the deadline mechanisms discussed in the preceding
section in concrete terms, the time-triggered message-
triggered object (TMO) structuring of HRT components
will be considered in the rest of this paper. The TMO
scheme was established in early 1990's [Kim94, Kim97,
Kim99a, Kim99b] with a concrete syntactic structure and
execution semantics for economical reliable design and
implementation of RT systems. The TMO structuring
scheme is a general-style component structuring scheme
and supports design of all types of components including
distributable HRT objects and distributable non-RT
objects within one general structure. The basic TMO
structure is depicted in Figure 1.

TMO is a syntactically minor and semantically
powerful extension of the conventional object(s).
Significant extensions are summarized below and the
second and third are the most unique extensions.

(a) Distributed computing component:

The TMO is a distributed computing component and
thus TMOs distributed over multiple nodes may interact
viaremote method calls. To maximize the concurrency in
execution of client methods in one node and server
methods in the same node or different nodes, client
methods are allowed to make non-blocking types of
service reguests to server methods.

(b) Clear separation between two types of methods:

The TMO may contain two types of methods, time-
triggered (TT-) methods (also called the spontaneous
methods or SoMs), which are clearly separated from the
conventional service methods (SvMs). The SpM
executions are triggered upon reaching of the RT clock at
specific values determined at the design time whereas the
SvM executions are triggered by service request messages
from clients. Moreover, actions to be taken at real times
which can be determined at the design time can appear
only in SpMs.

(c) Basic concurrency constraint (BCC):

This rule prevents potential conflicts between SpMs
and SvMs and reduces the designer's efforts in
guaranteeing timely service capabilities of TMOs.
Basically, activation of an SYM triggered by a message
from an external client is allowed only when potentially
conflicting oM executions are not in place. An SYM is
allowed to execute only if no SpM that accesses the same
object data store segments (ODSSs) to be accessed by this
SvM has an execution time-window that will overlap with
the execution time-window of this SyM. However, the



BCC does not stand in the way of

°
either concurrent SpM executions H’
or concurrent SYM executions. Name of TMO
(d) Guaranteed completion time b Capabilities f i
S ODSS . EAC ‘hé 14 pabilities for accessing
and deadline: cesfs &P other TMO's and network
As in other RT object models, - wemmmes environment incl . logical
the TMO incorporates deadlines Object Data Store (ODS ) multicast channels, and
and it does in the most general N\ /0 devices
form. Basically, for output actions gLl
and method completions of a TMO, E__: SPM 134
the designer ~guarantees and @ Time-triggered (TT)
advertises execution time-windows N T —— Spontaneous Methods
bounded by start times and "t XCAAD>| SpM 2|>8 (SpM's)
completion times. Ly EEE L <
. . . i "Absolute time
Triggering times for SpMs Resejvation QI%‘ * domain®
must be fully specified as constants Deadlines
- e i From SvM's, SpM' /
during the design time. Thosereal-  Service Reduest e =
time constants appear in the first SWM 1 X/V
clause of an SpM specification Client Y Message-triggered
caled e autorome actvation 515, ) soiceetnos
] : SvM's
exampleof an AAC s . %/\ s 2> ( )
. . "Relative ti
"for t = from 10am to 10:50am — concurrency o ?nlir:/aein'l'me
every 30min control

gtart-during (t, t+5min)
finish-by t+10min"

which has the same effect as

{"start-during (10am, 10:05am)
finish-by 10:10am",

"start-during (10:30am, 10:35am)
finish-by 10:40am" }

A provision is also made for making the AAC section
of an SpM contain only candidate triggering times, not
actual triggering times, so that a subset of the candidate
triggering times indicated in the AAC section may be
dynamically chosen for actual triggering. Such a dynamic
selection occurs when an SvM within the same TMO
object requests future executions of a specific SpM. Each
AAC specifying candidate triggering times rather than
actual triggering times has a name.

An underlying design philosophy of the TMO
scheme is that an RT computer system will always take
the form of a network of TMOs. TMOs interact via calls
by client objects for service methods in server objects.
The caller may be an SpM or an SvM in the client object.
To maximize concurrency in the execution of client and
server methods, client methods are allowed to make non-
blocking (sometimes called asynchronous) types of
service requests to SYMs.

The designer of each TMO provides a guarantee of
timely service capabilities of the object. The designer
does so by indicating the guaranteed execution time-
window for every output produced by each SYM aswell as
by each SpM executed on requests from the SyM and the
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Figure 3. The basic structure of TMO (Adapted from [Kim97]

guaranteed completion time for the SvM in the
specification of the SYM. Such specification of each SYM
is advertised to the designers of potential client objects.
Before determining the time-window specification, the
server object designer must convince himself/herself that
with the object execution engine (hardware plus OS)
available, the server object can be implemented to always
execute the SYM such that the output action is performed
within the time-window. The BCC contributes to major
reduction of these burdens imposed on the designer.

A cost-effective way to support TMO-structured
distributed RT programming is to build a TMO execution
engine as middleware running on well established
commercial software/hardware platforms. An efficient
middleware model, named TMO Support Middleware
(TMOSM), was developed and its implementations on the
Windows NT platforms have been operational along with
several non-trivial applications structured as TMO
Networks [Kim99hb].

4. An implementation model
for deadline handling in TM O networks

4.1 Multi-transaction structuring of TM O methods

When a violation of a TMO method completion
deadline occurs, it could have been caused by any
combination of possible sources, e.g. hardware, OS, or



design fault lurking in the TMO. At that point, the ODS
of the TMOisin genera in a contaminated state.

If the failed method execution is an SYM execution,
say SYM2 of TMO2, provisions should be made for
letting the client, say SpM1 execution of TMOL, learn of
this SYM2 failure. If the client has been prepared to deal
with this type of SvM failure, then the business can
continue on the client side. Even in such a case, one
remaining question is what should be done on the failed
TMO side (TMO2). The simplest approach is to discard
the TMO (TMO2) altogether and thus any other method
executions in progress within that TMO will be discarded,
i.e, treated as having failed. This may then involve
letting other clients learn of the failures of some of those
method executions which are SYM executions.

If the client, TMO1.SpM1, can respond to the failure
of the TMO2.SvM2 execution by choosing an aternate
course of actions, e.g., requesting a similar service from
another TMO, say TMO3, then a less costly action by the
failed server TMO (TMO2) is more attractive. That is,
TMO1.SpM1 can notify TMO2 that the former is
canceling the last request that led to the failed execution
of TMO2.SvM2. Meanwhile, TMO2 can attempt to
remove any remaining effect of the failed SvM2
execution while waiting for a cancellation of the previous
request from TMO1.SpM1. If both are done, i.e., the
effect created on the ODS of TMO2 by TMO2.SvM2 is
undone and TMO1.SpM1 cancels the request (after
learning the failure of the TMO2.SvM2 execution), then
there is no reason why TMO2 cannot continue.
Therefore, it is worth making provision for arollback of a
TMO to remove the effect of afailed SyM execution.

The rollback capability maintained during a method
execution is useful in other respects as well. If afault is
detected by the hardware, the OS, or an application-
dependent detection routine before the method completion
deadline is reached, then the method execution can roll
back to the beginning (or to a checkpoint) and restart.

However, it is practical to exercise the above rollback
option only when there is no possibility of the rollback
being propagated to other SYM executions in any TMOs.
In other words, if the failed TMO2.SvM2 execution
passed some information to other SvM executions in
different TMOs via method parameters or to other SvM
executions within the same TMO (TMO2) via ODS, then
rollback of TMO2.SvM2 will dictate rollbacks of those
other SYM executions, and thus it is not practical to
exercise the rollback option.

In order to limit such information propagation
somewhat, we consider it worthwhile adopting the
following rule:

(R1) Prohibit the passage of information from a
method execution to other method executions via
ODS before the completion of the former method
execution.
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This means that the ODSSs updated by a TMO method
execution must be locked for exclusive access by the
method execution until the end of the method execution.

Once the rule R1 is adopted, the only possible way to
pass information from a method execution to other SvM
executions is to pass via parameters along with SYM calls.
In general, an SvM execution (and also an SpM execution
for that matter) cannot cancel an SvM call that it has
made. This reason was given above, that is, it will incur
the needs for chains of rollbacks. The only exceptional
case is where the caled SYM, say TMO4.SvM7,
execution fails and the calling SvM execution,
TMO2.SvM2, is designed to invoke an alternate course of
actions upon failure of the called SYM (TMO4.SvM7)
execution. Therefore, even if an SYM execution (say
TMO2.SvM2) runs into a fault and thus its rollback is the
only thing worth trying, the call to another SYM (say
TMO4.SvM7) that it made earlier cannot be cancelled.
We consider it worthwhile adopting the following:

(R2) If amethod execution passed some
information to other SYM executions via method
parameters before the execution runsinto a fault,
then the rollback of the method execution should not
reach a point prior to the last point of calling an

This means that the state of the method execution must be
saved, i.e., a checkpoint must be established, before every
call for an SYM.

Suppose TMOL1.SpM1 calls for a service from
TMO2.SvM2 which in turn calls for a service form
TMO4.SvM7. After recelving a service from
TMO4.SvM7, the TMO2.SvM 2 execution fails to meet its
guaranteed completion time for some temporary faults of
the execution engine. Then TMO1.SpM1 cancels its last
request to TMO2.SvM2 and the TMO2 execution engine
tries to remove any remaining effect of the failed
TMO2.SvM2 execution. However, this rollback of the
TMO2.SvM2 execution cannot be done since the call
issued for an execution of TMO4.SvM7 cannot be
cancelled. Therefore, in a case like this, the only thing
that the designer of TMO2.SvM2 could have done is to
design RT fault tolerance capabilities into the TMO2
execution engine, eg., the primary-shadow TMO
replication (PSTR) scheme [Kim98a, so that a
TMO2.SvM2 execution may meet the guaranteed
completion time even if some temporary faults of the
execution engine arise.

Adoption of both R1 and R2 implies the execution of
each TMO method as a set of chained transactions
depicted in Figure 4. The method-segment between two
external outputs (e.g., SYM calls) can be viewed as a
transaction. By an external output action, the SpM or
SvVM execution commits its current transaction. Before
such a commitment, the method execution may involve a
check on the reasonableness of the computation state and
if it is found to be unacceptable, it can abort its current



transaction, roll back and try again
until it successfully reaches an
acceptable computation state and
commits. By doing this, the fault can
be mostly isolated and prevented from
being propagated across TMOs or

External Output
(e.g., acall for an SvM) (e.g., a non-blocking call

External Output Input
(e.g., call results returned)

for an SvM)

TMO methods. 31

Immediately before such a
commitment, the acceptable [ Transaction T’ A Transaction I A Transaction I
computation state must be copied and I |
saved, i.e, a checkpoint must be .‘ ,‘ E f i .‘
established as shown in Figure 4. This b o o .
is because if a fault occurs after the Checkpoint  Checkpoint ! Checkpoint 1 Checkpoint
commit po| nt, the method execution & ODSS Lock & Commit : & Commit : & Commit
cannot roll back to a p0| nt pra:ed| ng & Partial i & Partial i & ODSS release
the commit point. So, each commit ODSS release 1 ODSS release |
point becomes the latest recovery point Copying & Saving Copying & Saving

to which the method execution can roll
back. In general, establishing a
checkpoint involves creating and
saving a copy of every ODSS locked
by the current TMO method execution,
a copy of the local variables, and a copy of the state of a
thread assigned to the current method execution. It also
involves recording the commit action to be executed
immediately. The TMO execution engine manages the
memory space for holding these copies.

In addition, each input data acquired during a
transaction is copied and saved by the TMO execution
engine so that the saved copy may be replayed during a
retry of the transaction following arollback.

4.2 Deadline handling in a pure server

An RT abject such as TMO can be (1) a pure server
object, (2) a pure client object, or (3) a client+server
object. A pure server object is a server object which is
not a client for any other server objects. A pure client
object is a client object which is not a server for any other
client objects. A client+server object is an object which
plays both the client role and the server role.

Normally, a pure server will complete a requested
SvM execution and send the requested return results to
the client before the associated guaranteed completion
time. Let us now consider the cases where the SyM
execution fails to complete by the guaranteed completion
time. The server's execution engine tries to do the
following:

(1) Send afailure notice to the client: This notice should
help the client avoid unnecessary waste of time when the
deadline for result arrival imposed by the client is still far
away.

(2) Abort the failed SYM execution, i.e.,, remove any
remaining effect of the failed SYM execution: This will
be successful only if the latest commit point is the one set
at the beginning of the failed SvM execution. This
condition is met in the case of a pure server. If the

imported information

imported information

Figure 4. The multi-transaction model
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abortion is successful and a cancellation notice is received
from the client, then this pure server TMO can continue
its operation. Otherwise, the pure server TMO should
crash (i.e, shut down by the TMO execution engine)
except when it isin a debugging mode.

4.3 Deadline handling in a pure client

An exception signal may be sent to a pure client in
two ways:

(1) Typel: The client's execution engine detects a
violation of the deadline imposed by the client for result
arrival, and the execution engine generates an exception
signal.

(2) Type-ll: The server's execution engine sends to the
client a notice which is an exception signa notifying that
the server failed to complete the requested service by the
guaranteed completion time.

Designing the pure client's responses to these
exception signals may involve selection of one of the
following approaches:

Q) No application-level programming and full
dependence on automated exception handling by the
execution engine;

(2) Programming of an aternative action per call: An
exception signal is embedded in aresult value of the SYM
call and then the statements for checking the exception
signal and taking an exception handling action sequence
are produced by the application programmer;

(3) Programming of an exception handler per method:
An exception handler function for a method of the client
is provided by the application programmer and it is
designed to be invoked whenever the execution engine
detects an exception signal a any point during the
execution of the client method.



4.3.1 Full dependence on automated exception
handling by the execution engine

(1) Type-| exception signal

In this case, the client's execution engine tries to
abort the current execution of the client method since it
has become hopeless for the client to proceed correctly.
The abortion may or may not succeed, depending upon
whether the SvM call that led to this exception signal has
been the only SvM call made by the client method or not.
If it is not the only SvM call made, it is too late and the
abortion cannot be done unless a compensation method is
available. A compensation method is designed together
with a TMO method to make application-specific output
actions to nullify the effects of the earlier output actions
of the TMO method (taken before the need for abortion
arose). It isnot always possible to design a compensation
method.  Also, the success of this client's abortion
depends on whether the failed server can abort the failed
SvM execution or not.

Even if the abortion is successful and the pure client
TMO may continue its operation, the client TMO may be
a failed TMO since one method execution was skipped.
Therefore, shutting the TMO down is the only option in
many application situations.

(2) Type-ll exception signal

The client's execution engine checks if the deadline
for result arrival is over or not. If it is over, then the same
actions taken in the above case (1) are taken. If not, then
the execution engine notifies the server TMO that the
previous SvM call is cancelled but it is reissued.

4.3.2 Programming of an alter native action per call

The client's execution engine embeds the exception
signal in aresult value of the SYM call. A basic SYM call
is programmed in a form, "if SYM_call (TMO_Name,
SvM_Name, ..., deadline) # 0, then ...AA..." where "0"
indicates normal successful completion and AA
represents an alternative action. The first step in the
aternative action is to order the execution engine to
notify the server that the last SYM call which led to the
failed execution is cancelled. An aternative action to be
taken by the client method is designed to perform
meaningfully regardiess of whether the SYM call issued
by the client method reached the execution engine for the
called SvM correctly or not.

For other types of SYM calls, e.g., non-blocking calls,
programming of exception checks and alternative actions
is done in forms which are relatively minor variations of
the above form. This programming approach is better
justified in situations where server TMOs with statistical
performance indicators are used as discussed in Section
2.4.

4.3.3 Programming of an exception handler per
method
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Whenever the client's execution engine detects an
exception signal, it stops the client method and invokes
the exception handler function designed as a companion
to the client method. A sound generic type of an
exception handler is one that realizes the semantics of the
recovery block [Ran95]. Such an exception handler
consists of a step for aborting the current execution of the
client method and a step for executing an alternative
version of the client method. The alternative version is
aimed for producing the same result that the primary
version is aimed for. Again this kind of approaches
which place burdens on the application programmer are
better justified in situations where server TMOs with
dtatistical performance indicators are used.

4.5 Deadline handlingin a client+server TMO

Here an SYM may involve calls for other SvMs.
Basically, the deadline handling approaches applicable to
such an SvM are a combination of the deadline handling
approaches applicable to a pure server and those
applicable to a pure client. Abortion of such an SYM is
less likely to succeed than the abortion of a pure server is.

5. Conclusion

Deadline handling is a fundamental part of rea-time
computing. This paper has proposed a general broadly
applicable framework for systematic deadline handling in
RT DCSs. A prototype implementation of the basic
middleware support for the proposed deadline handling
scheme has been completed recently. However, the cases
where advanced RT fault tolerance techniques such as
those for active replication of TMO method executions
[Ran95] are used, have not yet been dealt with and remain
a subject for future study. Systematic deadline handling
is an area where much more experimental research is
needed. Especially, design experiments involving the use
of HRT objects with statistical performance indicators
and the design of alternative actions, are considered to be
highly meaningful subjects for future research.
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