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Abstract: The time-triggered message-triggered object
(TMO) scheme was formulated a few years ago as a major
extension of the conventional object structuring schemes
with the idealistic goal of facilitating general-form design
and timeliness-guaranteed design of complex real-time
application systems. Recently, as a new scheme for
realizing TMO-structured distributed and parallel
computer systems capable of both hardware and software
fault tolerance, we have formulated and demonstrated the
primary-shadow TMO replication (PSTR) scheme. An
important new extensions of the PSTR scheme discussed
in this paper is an integration of the PSTR scheme and a
network surveillance (NS) scheme. This extension results
in asignificant improvement in the fault coverage and
recovery time bound achieved. The NS scheme adopted
isarecently developed scheme effective in awide range
of point-to-point networks and it is called the supervisor-
based NS (SNS) scheme. Theintegration of the PSTR
scheme and the SNS scheme is called the PSTR/SNS
scheme. The recovery time bound of the PSTR/SNS
schemeis analyzed on the basis of an implementation
model that can be easily adapted to various commercial
operating system kernels.
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1. Introduction

Large-scale computer-based systemsin safety-
critical applications must meet hard deadlines for certain
output actions. The failure to meet the deadlines could
have disastrous consequences. This dictates that the run-
time behavior of the computer systems must be highly
predictable and the rigoroudly established real-time fault
tolerance technol ogies should be used in constructing such
systems. Moreover, such systems should be structured in
amodular and systematic manner in order to make their
maintenance and expansion to be manageable [Bas96,
Hec91, Mos96].

A few years ago, we established the time-triggered
message-triggered object (TMO) structuring scheme
[Kim94b, Kim97a], amajor extension of conventional
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object structuring schemes, with the idealistic goal of
facilitating general-form design and timeliness-guaranteed
design of complex real-time application systems.
Subsequently a scheme for realizing TM O-structured
distributed and parallel computer systems capable of both
hardware and software fault tolerance was developed. 1t
is called the primary-shadow TMO replication (PSTR)
scheme and facilitates structuring systems as networks of
both non-redundant TMO's and active TMO replicas. Itis
aresult of incorporating the basic underlying principle of
the well established DRB/PSP technique [Kim944], called
the primary-shadow active replication principle, into the
TMO structuring scheme [Kim97a]. The potential of the
PSTR scheme has been demonstrated through
incorporation of the scheme into realistic hard real-time
application system prototypes.

Among the most important extensions that have not
been developed fully are the integrations of the PSTR
scheme and network surveillance (NS) schemes. NS
schemes facilitate the fast learning by each interested
fault-free node in the system of the faults or repair
completion events occurring in other parts of the system
and also facilitate fast reconfiguration [Kim94a]. We
recently developed a semi-centralized real-time NS
scheme effective in awide range of point-to-point
networks and it is called the supervisor-based network
surveillance (SNS) scheme [Kim97h].

In this paper, we present an integration of the PSTR
scheme with the SNS scheme, called the PSTR/SNS
scheme. This schemeis a significant improvement over
the previous versions of the PSTR scheme in terms of the
fault coverage and recovery time bound achieved in the
systems based on point-to-point networks. Moreover, this
scheme is one of the few software approaches for time-
bounded tolerance of both hardware and software faults
that can be used for point-to-point network architectures.
We also present a concrete modular implementation
model of the PSTR/SNS scheme. Asavalidation
experiment, the execution support for the scheme was
incorporated into a prototype implementation of the
DREAM kernel which isamodel of atimeliness-
guaranteed operating system kernel developed at the
University of California, Irvine [Kim974].
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Figure 1. Structure of the TMO (adapted from [Kim97a])

message-triggered SvM is not free of conflict with an
SpM in accessing the same portion of the object data store

2. TheTMO and the PSTR structuring schemes (ODS), execution of the former method (SvM) must not
be allowed in atime zone earmarked for a TT-execution
2.1 The TMO structuring scheme of the latter method (SpM).
The concrete syntactic structure and the associated (c) (option) Ordered isolation (Ol) rule:

precise execution semantics of the TMO, formerly called
the RTO.k object, was developed in early 90's [Kim94b,
Kim974]. The basic structure of aTMO isdepicted in
Figure 1. Itisan extension of the conventional basic
object model (s) and most important and unique extensions
can be summarized as follows:

We recently incorporated the following rule that also
helps in easing the design-time guaranteeing of timely
services. Thisrule called the ordered isolation ruleis
Unlike the above two features, thisis an optional feature
of the TMO structuring scheme. The term initiation
timestamp or I-timestamp is used with the following

() Time-triggered (TT-) methods, also called the meaning. In the case of an SYM execution, the |-

spontaneous methods (SpM's), and clearly separated timestamp is defined as the record of the time instant at
from the conventional service methods (SvM's) triggered which the execution engine initiated the SYM execution
by messages from clients: after receiving the client request for the SYM execution

SpM executions are triggered as the real-time clock and ensuring that the SvM execution can be initiated
reaches some val ues specified at design time. Actionsto without violating the BCC and other execution rules. In
be taken at real times which can be determined at the the case of an SpM execution, the |-timestamp is defined
design time can appear only in SpM's. Therefore, SoM's asthe record of the time instant at which the SpM

represent an absol ute time domain whereas SYM's execution was initiated according to the AAC .
represent arelative time domain. Triggering times for specification of the SpM. Also, aA segment of the object

SpM's must be fully specified as constants during the Elata store ((f)gs)’ called an;_)[%S %gl;nent (Ozdsfs)’ isa
design time. Those real-time constants appear in the first asic unit of data storage which can be reserved for
clause of an SpM specification called the autonomous exclusive access by amethod of aTMO. The Ol rule has

ivati iti i two parts:
actlvatlc.m condition (AAC) sec.tlon. (OI-:FL)) A method execution with an older initiation
(b) Basic concurrency constraint (BCC): timestamp must not be waiting for the release of an ODSS
In order to dramatically reduce the designer's efforts held by a method execution with ayounger initiation
in guaranteeing timely service capabilities of TMOs, timestamp. _
activation of an SvM triggered by a message from an (O1-2) A method_executlon may never be rolled back due
external client is allowed only when potentially conflicting to an ODSS conflict.

SpM executions are not in place. To be exact, when a
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2.2 ThePSTR scheme

Asmentioned in Section 1, the PSTR schemeisa
result of incorporating the basic underlying principle of
the DRB/PSP scheme [Kim94a], called the primary-
shadow active replication principle, into the TMO
structuring scheme. Figure 2 shows the basic operational
rules of the PSTR scheme. The figure shows a fault-free
execution cycle of an SvM in aprimary TMO and the
corresponding execution in the shadow partner TMO
where the two partner TMO's are hosted on two different
nodes connected to alocal area network (LAN). Both the
execution of the SvyM in the primary TMO, for short, the
primary SYM execution, and the shadow SvM execution
use the same version P, of the computational procedure.

Node A hosts theinitial primary TMO and node B
hosts the initial shadow TMO. Both nodes receive the
same client request from the network in their appropriate
service request queues (SRQ's). After the client request
arrives, the initiation condition check (ICC) mechanism of
the execution engine in the primary node periodically
checks whether the required primary SvM execution can
be initiated without violating either the BCC or the
ordered isolation rule. Upon finding such an appropriate
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Figure 2. A fault-free method execution cycle of the SYM's
in aprimary and shadow TMO (adapted from [Kim97a)])
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time, the ICC initiates the primary SYM execution. As
soon as the primary SvM execution isinitiated, it involves
saving the client request message into some log cache, the
storage which can survive at least as long as the node
hosting the TMO does. The reason for saving this
message will be evident later in this section. The next step
in the primary SvM execution isto inform the shadow
TMO of the ID of the client request that the former is
going to process. When the ICC in the shadow node
receives the client request ID from the primary SvM
execution, it starts periodically checking whether the
shadow SvM execution can be initiated without violating
either the BCC or the ordered isolation rule. Upon
finding such an appropriate time, the shadow SvM is
initiated by the ICC to process the client request
corresponding to the received ID. The shadow SvM
execution then starts with saving the client request
message into its log cache.

The primary and shadow SvM executions process
the client request and invoke their self-checking
independently and concurrently by using the same
acceptance test (AT) routine. This routine can be
implemented entirely in software. Some errors may be
detected by the mechanismsin the execution engine
before execution of the AT but such error detection can be
treated in the same manner asthe failureinthe AT is.
Since the primary and the shadow SvM executions both
pass the test, they independently save all the method
computational resultsinto their log cache. Upon saving
the results the primary SvM execution informs the shadow
SvM execution of the success of the AT. The former then
proceeds to perform al of its output actions (which may
include external output actions as well asinternal output
actions such as the release of ODSS locks after updates).
The primary SYM may seek the help of a network
surveillance manager to confirm the successful execution
of its external output actions. Once the primary SvM
execution confirms the successful delivery of its output, it
sends an output success notice to the shadow SvM
execution. On the side of the shadow SvM execution,
after saving all of its computational results into the log
cache, it proceeds to perform itsinternal output action,
i.e., updating the variables of any pertinent ODSS's and
releasing the locks on the ODSS's, but then upon receiving
the AT success notice, it skips the external output step and
waits for the output success notice from the primary
partner.

The shadow TMO or SYM execution may learn
about the failure of the primary SvM execution in one of
the following ways:

(8 Absence of aclient request ID from the primary
within a specific deadline which resultsin the ICC in
the shadow node triggering the initiation of the local
SvM asthe primary SvM execution,

(b) Absence of an AT result notice from the primary

within a specific deadline,

(c) Anexplicit AT failure notice from the primary, or



(d) Absence of an output success notice from the primary
within a specific deadline.

In Figure 2, both the primary and shadow SvM
executions use the same computational procedure. This
makes them vulnerable to faults in the computational
procedure design since in such a case the same design
faults will be present in both the primary and shadow
SvM's. To ameliorate this problem, we may construct
each SvM using the recovery block language construct
[Ran 95, Kim97a]. A recovery block may contain of
multiple versions of a method procedure, called try
blocks, besides an AT to judge the reasonableness of the
results produced by each version. Besides the operational
rules, basic rules for structuring the primary and shadow
TMO methods have been formalized [Kim97a].

3. System architecture model, fault types, and
fault frequency bounds

As a system architecture model that can represent a
variety of point-to-point network architectures with
different specializations, we chose the following
architecture. The system consists of mdifferent local area
networks (LAN's), each LAN consisting of a maximum of
n different local nodes and typically multiple gateway
nodes. WithinaLAN, the local nodes may be connected
with one another either via a broadcast bus or via a point-
to-point network. Two nodesin different LAN's
communicate with each other through the gateways
attached to each LAN. The nodesin a LAN connected by
a point-to-point network execute the SNS scheme. Nodes
in LAN’swhich have efficient broadcast facilities, some
alternate NS scheme such as the periodic reception history
broadcast (PRHB) or TTP [Kop93, Kim94a] which takes
advantage of the cheap broadcast facility may be chosen.
From now on, we concentrate on the nodesin the former
type of LAN’sfor application of the PSTR/SNS scheme.

Every message sent from a source node to a non-
neighbor destination node within R is stored for awhilein
each intermediate node while the node makes a routing
decision. Such arouting scheme is called a store-and-
forward routing scheme. Each LAN typically has two or
more gateways which function in a redundant fashion.
Thus, even if one of the gateways becomes faulty, each
nodeinaLAN can still communicate with anodein a
different LAN through another gateway.

In this section, we first consider various possible
sources of faultsin the system. Then we discuss the types
and the frequency of fault occurrences that can be
tolerated by the PSTR/SNS scheme.

3.1 Fault sources

Since the number of componentsin atypical point-
to-point network architectureislarge, aclear and yet
accurate representation of all possible fault sourcesisa
challenging issue. The most practical approach hereisto
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group various potential fault sources into a manageable set
of categories.

In the model chosen, possible sources of faultsin a
node are represented by a TMO method process, an
incoming communication handling channel (I-channel),
and an outgoing communication handling channel (O-
channel). Any observed fault of a node could be an
instance of a combination of faultsin the fault sources
mentioned above.

The remaining fault source is one or more links of
the point-to-point interconnection network. In the
remaining discussion, we refer to each of the four fault
sources described in the fault source model above as a
fault source component. We assume that since the routing
scheme s of the store-and-forward type, a permanent
failure of any one of the fault source componentsin a
node disables not only the node's processing capabilities
but also the node's routing capabilities.

3.2 Fault types covered and fault frequencies assumed

The PSTR/SNS scheme has been designed to
tolerate various types of faults that occur in various fault
sources mentioned in the preceding section subject to the
fault frequency assumptions stated below. Of the
assumptions, A1-A4 have been made for the SNS scheme
[Kim97b].

(A1) The processorsin the system are of the fail-silent
type and the task processes do not export erroneous
messages.

(A2) The clocksin the nodes are kept synchronized
sufficiently closely for practical purposes, i.e., for the
given applications.

(A3) Each of the nodes performing store-and-forward
functions (as well as the source node) transmits each
stored message twice continuously. It is assumed that this
makes the probability of transient fault occurrences in the
components of the two neighbor nodes and those in the
link between the two neighbor nodes causing message
losses to be negligible.

(A4) Let Sy bethe set of fault source components
belonging to anode N, and LL (P, Q) be{link connecting
two neighbor nodes P and Q}. Thetimeinterval from the
time of the occurrence of a permanent hardware fault Fin
SyorinLL(P, Q) to thetime every healthy node in the
system learns of the fault occurrence under the SNS
scheme is the detection period of the SNS scheme for the
fault F. The SNS scheme assumes that during that
detection period, no other hardware fault occursin node
M, whereM 1t N, orin LL(l, J), where(l, J)* (P, Q). The
wor st-case detection latency of the SNS scheme for all
possible hardware faults in the system is denoted by
WDLgs Therefore, it is assumed that no second
hardware fault occurs in the system within WDLgstime
units after the occurrence of the first permanent hardware
fault F.

Let Sbe the set of the models of the nodesin a
PSTR station: S={Nprj, Nsha}, where Np; represents the



set of three fault source components (TMO method, |-
channel, O-channdl) in the primary node, and Ngna
represents the set of three fault source componentsin the
shadow node. Let SSdenote the set of all models of the
nodes in the application system, i.e., the models of the
nodesin all PSTR stations that execute the fault-tol erant
application. Obviously, S| SS. Let RT denote the
maximum interval of time between the occurrence of a
permanent fault in a PSTR station and the completion of
the repairing of the faulty situation which may involve
relocating a member node of the station as will be
discussed in Section 4. It is safe to say that RT ismuch
larger than WDLgg

(A5) Inatimeinterval of RT, the permanent failures of
two or more nodes in SSat least one of which isthe
primary node of a PSTR station and another of which is
the shadow node of the same PSTR station, are assumed
to have a negligible probability of occurrence.

(A6) Inatimeinterval of RT, the transient failures of
both partner nodesin a PSTR station are assumed to have
anegligible probability of occurrence.

(A7) Thetopology of the point-to-point network used, the
nature of the application, and the task relocation
arrangement are such that the node and link failures
occurring within the bounds of A4, A5, and A6 cannot
lead to permanent partitioning of the application system
into inoperable disconnected subsystems during the
lifetime of the application mission.

4, Overview of the SNS scheme

There are two types of nodes that execute the SNS
scheme, the worker nodes and a supervisor node. The
worker nodes are mainly responsible for judging their own
health status, the health status of their neighbor nodes, and
the health status of the links attached to themselves. The
supervisor node performs al the duties that a worker
normally does. In addition, it isresponsible for collecting
fault suspicion reports from worker nodes, using the
collected information to judge whether a fault has indeed
occurred, and then sending the fault occurrence notice to
all the healthy worker nodes in the system.

The SNS scheme is executed by a set of nodes Syxr
that consists of n worker nodes and a supervisor node.
Under the normal mode of operation, each node in Syxr
will have at least two healthy neighboring nodes. If the
number of neighbors of anode N in Sy drops down to
one, then we treat N as a component of its neighbor node
Y. Thereafter, Y and its neighbors are responsible for
detecting the faultsin N. A subset of Sy isinvolvedin
actively executing some distributed real-time application
tasks. Under the SNS scheme, two copies of every
message are sent from a source node to a destination node,
the first copy along one path P4 and the second copy
along an alternate path P>. P1 and P> may partialy
overlap.

(1) Basic duties of worker nodes
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All the healthy worker nodes in the system perform
the following basic duties:
(1a) Every healthy worker nodein the system periodically
exchanges heartbeat signal messages with each of its
healthy neighbors at the interval of p.
(1b) Absence of aheartbeat signal from a neighbor node
within a specific deadline will raise the suspicion of the
worker node. The suspecting node then proceeds to find
out the location of the fault at the level of the fault source
components modeled in Section 3. Here a healthy node
does not distinguish between a permanent fault in the O-
channel in its neighbor node from a permanent crash of
the processor in the latter node.
(1c) Once the worker node locates the fault source
component to the extent it can, it sends a fault
suspicion report to the supervisor.

(2) Dutiesof the supervisor

The supervisor node performs the following
additional duties:

(28) Once the supervisor receives a fault suspicion report
from aworker node, it judges whether the suspicion is
indeed true. For this, the supervisor may use the fact that
it has received a certain type of fault suspicion reports
from k > 1 worker nodes.

(2b) After the confirmation of the fault, the supervisor
proceeds to inform the relevant nodes of the detected
faults.

(3) Special duties of the supervisor's neighbor nodes

The supervisor's neighbor nodes also perform the
following additional duties:
(38) Make agroup decision about the health of the
supervisor,
(3b) In casethe current supervisor is judged to be faulty,
participate in a new supervisor election in which each of
the current supervisor's healthy neighbors takes part, and
(3c) Once one among the old supervisor's neighborsis
elected as a new supervisor, the newly elected supervisor
informs all the healthy worker nodes about the fault in the
old supervisor as well as the assumption of its new
supervisor role.

5. The PSTR/SNS scheme

Integration of the PSTR scheme with NS schemes
tend to significantly improve the fault coverage and
recovery time bounds over other versions of the schemein
which no NS scheme is incorporated.

5.1 Rulesof the PSTR/SNS scheme

The operating rules of the PSTR/SNS scheme are a
superset of those of PSTR discussed in Section 2 and so
here we will only discuss the additional rules introduced
in the PSTR/SNS scheme.

(1) Both the primary and the shadow PSTR nodes
execute the SNS scheme.



(2) In the casein which a shadow method execution
detects the absence of adata D from the primary method
within a certain deadline, it will changeits role to that of
the primary, pick up a new input data item to process, and
execute itstry block and acceptance test. Upon passing
the AT and before updating its object data store segment
(ODSS) and/or sending the output message out, the new
primary method execution will seek the help of the SNS
scheme executing in the host node to find out if any
permanent |-channel fault has occurred in the host node
and caused it to miss the data ID message from the partner
method execution and switch its role to change from that
of the shadow to that of the primary. For this, the new
primary checks whether WDL g5 time units have gone past
since the time the data |D message would have arrived at
the host node under normal fault-free circumstances. As
mentioned in Section 3, WDL g is the worst-case fault
detection latency of the SNS scheme. Thisstepis
necessary to prevent the two partner nodes from entering
dangerous inconsistent states. Only after the new primary
method execution confirms that the host node has been
fault-free, it will produce the output. Otherwise, it will
initiate a spontaneous shutdown of the node. Thus, a
faulty node does not produce any external outputs.

The steps taken by the supervisor node are as
follows:

(1) The stepsfor executing the SNS scheme: The
supervisor performs all the requisite actions for the SNS
scheme outlined in Section 4.

(2) The step for checking and acting on anomalies
detected in worker PSTR stations: The supervisor node
checks whether any anomal ous conditions have occurred
inworker PSTR stations. Such conditionsinclude the
playing of the primary role by both partner nodesin a
worker PSTR station, the lack of response from a primary
partner to the shadow partner's request for a specific input
dataitem, etc. In such cases, the supervisor will take an
action to rectify the anomaly.

(3) The step for notifying database updates to each of the
healthy neighbors: Whenever the supervisor node updates
its database on the supervisory information, it sends an
update notice to its neighbors so that the neighbors may
keep their own copies of the supervisor's database up-to-
date. These actions are necessary in order that a newly
elected supervisor (which will be one among the current
supervisor's neighbors) can take over the supervisory
functionsin case the current supervisor node fails.

The steps taken by a healthy neighbor node Y of the
supervisor can be formally described as follows:

(1) The stepsfor executing the SNS scheme: The
neighbor node Y performs all the requisite actions for the
SNS scheme outlined in Section 4.

(2) The step for saving a copy of any message bound for
the supervisor node: Whenever node Y forwards a
message bound for the supervisor node, it keeps a copy
until it receives a new database update notice from the
supervisor node.
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(3) The step for updating a copy of the supervisory
database: Upon receiving a database update notice from
the supervisor node, node Y updates its copy of the
supervisory database.

5.2 A modular implementation model for the
PSTR/SNS scheme and a prototype implementation

A modular implementation model for the primary
SpM execution support consists of the Primary SoM
Process and four co-resident kernel-threads called the
Watchdog Timer and TMO Management Thread
(WTMT), the Incoming Communication Thread (ICT),
the Outgoing Communication Thread (OCT), and the
Network Surveillance & Partnership Support Thread
(NPT). The implementation model for the primary SYM
execution support is similar and will not be discussed.

All the four kernel-threads are structured as time-
triggered (TT-) threads. They are periodically acting
threads whose execution is driven by the real-time clock.
This structuring eases the determination of the worst-case
service times of these threads and hence eases the analysis
of the recovery time bound of the PSTR/SNS scheme.
The functions of the primary SpM process and the four
kernel-threads are as follows:

(1) Primary SpM Process: Thisisthe combination of
the primary logic of the SpM and additional featuresto
support the PSTR/SNS scheme.

(2) WTMT: Thisthread is mainly responsible for
supporting the execution of the TMO methods.
Specificaly, thisthread triggers the execution of SpM's at
instants of real-time determined at the design time and
also triggers the execution of SyM's upon the arrival of
each client request message. Before triggering the
execution of SYM's, this thread checks whether both the
BCC and ordered isolation rules are satisfied. In addition,
this kernel-thread checks whether the method execution
violates the try block execution deadlines, and in case a
deadline violation is detected, it orders the primary
method to turn to a shadow through a message deposited
in Qtimeout-

(3) NPT: Thisisresponsible for ailmost everything in the
SNS scheme described in Section 4 except the generation
of the heartbeat signals. For example, some or all of the
functions such as periodic analysis of the received
heartbeat signals, reporting fault suspicions, election of a
supervisor, and supervisory function, are handled by this
kernel-thread, depending on the role of the host node (a
worker node, supervisor node or a neighbor of the
supervisor node). Thisthread also notifiesa TMO
method process of any detected faults in the host node (by
depositing an order to shut down in Qqrger checked by the
TMO method process). In addition, this thread honors
any reguests from the partner or supervisor.

(4) ICT: Thisthread distributes the messages received in
Qex from other nodes to appropriate destination queues.
In particular, it periodically forwards the messages that
should be processed by NPT into Qupr and the client
request messages into Qs checked by an SYM. In



addition, it also deposits any external input data items into
Qg checked by a TMO method.

(5) OCT: Thisthread sendsto the point-to-point network
themessages found in Qoyt such as output data items
deposited into Qoyt by the TMO method and the
messages related to the SN'S scheme deposited into Qoyr
by the NPT. In addition, this generates and sends
heartbeat signals to each of the node's healthy neighbors
as apart of the SNS scheme.

The modular implementation model for the shadow
SpM execution support is similar to that of the primary
SpM and will not be discussed due to space limit. If any
fault occursin the primary method execution, the shadow
method execution will learn of the fault by an explicit
notice from the primary (as in the case of an AT failurein
the primary), in one of the ways outlined in Section 2.2, or
by a notice from the NPT in the shadow node that the
primary node has failed.

6. Recovery timebound analysis of the
PSTR/SNS scheme

The analysis of atight recovery time bound for any
real-time fault tolerance scheme is an important task but it
had been a scarce practice until afew years ago. These
kinds of analyses provide useful guides to engineers who
aspire to produce high-assurance fault-tolerant real-time
computer systems. The analysis here is based on the
prototype implementation discussed in Section 5.

Notations

(N1) Timet(a): Timet(a) is defined as the instant at
which an event a occurs.

(N2) Timeinterval d(a,b): Let a and b denote two types
of ordered eventsthat take placein the order (a, b). Then
d(a,b) is defined as the time interval from the start of a to
the end of b.

6.1 Definitions

(1) Processingtimel of a PSTR station: L isdefined
asthetimeinterval from thetime of arrival of either a
particular client request message at the service request
gueue Qsr (in the case of an SYM) or adataitem at an
ODSS (in the case of an SpM) of the primary node to the
time the final output action is completed.

(2) Worst-case processing time L¢s of a PSTR station
in the absence of faults. Lg is defined as the maximum
value of L when a PSTR station operates under fault-free
conditions.

(3) Worst-case processing time Lmax of a PSTR
station in the presence of faults: Ly is defined as the
maximum value of L when faults occur in the PSTR
station within the bounds established in Section 3.

(4) Recoverytimebound RTB of a PSTR station: RTB
is defined as the difference between Lijax and L.

(5) Maximum message transmission time TRANS:
Maximum time interval that elapses from thetime a
message leaves the Qoyt checked by the ICT of anodeto
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the time the message reaches the Qgxt of any other node
in the system. Thistime includes the time taken for
redundant transmissions of the same message over two
different paths as explained in Section 3.

(6) Maximum thread turnaround time: Maximum
interval of time that elapses from the time an item arrives
at any of the input queues of the thread to the time the
corresponding output is produced. Maximum ICT
turnaround time is denoted as MIT and maximum OCT
turnaround time is denoted as MOT.

(7) Worst-case fault detection latency WDL gys Of the
SNS scheme: Maximum amount of time between the
occurrence of afault F & { node fault, link fault} and the
learning of the fault occurrence by all the healthy nodesin
the system.

(8) Laglimit LGL of the shadow: Thisis defined asthe
maximum interval of time a shadow method execution can
lag behind the corresponding primary method execution
without inducing the risk of missing the deadline for
taking the final output action(s). If the shadow method
execution exceeds this lag limit, it should enter a node
recovery mode and try to catch up with the primary.

6.2 Recovery time bound of the PSTR/SNS scheme

Figure 3 shows the timing chart of the primary and
shadow SvM executions under fault-free conditions.
Various events that occur in the primary and the shadow
nodes of a PSTR station under fault-free conditions are
shown. The three parameters of interest in Figure 3 are
MIT, MOT, and TRANS. According to the definitions
given in Section 6.1, the worst-case time interval between
the arrival of aclient request message in Qgxr of the
primary node (event 11,-a) and the time at which the ICT
finishes moving this message to Qs (event 125-3) in
Figure 3 is shown as MIT time units. Similarly, the worst-
case timeinterval between the arrival of amessage in
Qour (event O1-i) and the time at which the OCT finishes
sending this message to the network (event O1-s) is shown
as MOT time units. Finaly, the worst-case time interval
between the event O1-s of the primary node and |2-a of
the shadow node is shown as TRANStime units. For
simplicity in the analysis of the recovery time bounds, we
assume that the difference between t(11y-a) and t(1 1s-a) is
negligible. Note that L includes the time period during
which the client request message waits in Qs to be picked
up by the primary SvM execution, which includes the time
period for satisfying the basic concurrency constraint and
ordered isolation rules. The bound for this waiting time
should also be known at the design time.

Thistiming chart facilitates the cal culation of
various deadlines used to detect failures. The deadlinein
the shadow node for the checking of the client request ID
from the primary for a particular client request message X
is calculated as
t(I1y-a) + d(11p-a, O1-i) + d(O1-i, O1-s) +

dF()Ol—s, 12-a) + d(I12-a, 12-p) + LGL
£ t(11lsa) + d(11p-a, OL-i) + MOT + TRANS+
MIT+ LGL = DLp (1)



Here LGL, the lag limit, is the tolerable delay that can be
incurred by the shadow SvM execution in checking the
arrival of the client request ID from the primary partner.
t(11g-a) isthetime at which X arrived at the shadow node,
and d(1p-a, O1-i) is the sum of the queuing delay of X at
the primary node and the time taken by the primary SvM
process to execute the step for sending the ID of X to the
shadow. The worst-case value for d(l1p-a, O1-i), WQD
(worst-case queueing delay), can be quite accurately
estimated by the shadow node by using the times at which
the OSN arrived at the shadow node in the immediately
preceding cycle, the time at which X arrived at the shadow
node and the subsequent time duration to satisfy the basic
concurrency constraint and ordered isolation rules. Note
that a copy of X is assumed to have arrived at both the
primary and the shadow nodes roughly at the same time.

Thus, once a client request message arrives at the

shadow node, the shadow SvM execution should check for
the arrival of the ID of the client request message from the
partner within WQD + MOT + TRANS+ MIT + LGL time
units. Thisdeadline DL, can also be viewed as MOT +
TRANS+ MIT + LGL time units after the event
occurrence O1(i) in the primary node. Suppose this
"intermediate” deadlineisviolated. The shadow SvM
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process will changeitsroleto that of the primary, pick up
anew client request message, deposit its ID in Qgyr, and
start the processing of a new request message. After the
new primary passesthe AT, it first checks whether the
timeinterval of WDLgs units has gone past since the time
at which the client request ID would have arrived at the
shadow SvM execution's client request ID queue. Note
that the time at which the shadow SvM execution checks
this condition will bein the worst-case equal to DL p +
Pexec: Where Pexec iS the worst-case time for executing the
step of picking the new client request message, depositing
the client request ID in Qoyr, and finally executing both
the primary try block and the AT after sending the ID
(Figure 3). Thetime at which the client request 1D would
have arrived at the ID queue will be equal to (DL -
LGL) and the shadow SvM execution checks for the
presence of the client request ID LGL time units later in
the worst-case. This means that the shadow SvM
execution waits for Z((DLp - LGL + WDLg) - (DLp +
Pexec)) = Z(VVDLQ\]S - (LGL + Pexec)) time units after
executing itstry block and AT, where Z(x) = x if x>0 and
Z(X)=0if x£ 0.

Also, the worst-case processing time of the SYM in
the normal fault-free caseis

Li = WQD + Pexec + DATR_ OM + MOT )

where DATR_OM is the time taken to execute the steps of
depositing the AT result and the output message in Qoyr-

The shadow SvM process can learn of the faults
occurred in the primary node in four major ways besides
relying on anotice from the primary itself. The recovery
time bound of the PSTR/SNS scheme can be determined
by considering these cases.

Case1: WTMT in the shadow node detects the absence
of aclient request ID from the primary by DL p

As soon as the shadow SvM execution reads the
notice from the WTMT about the absence of the client
request ID, it will change itsrole to that of the primary
and send the client request ID out. Notethat in this case
the new primary will execute the step of depositing the ID
into Qout, €xecute the primary version of the application
logic and then the AT, by taking up to Peyec time-units.
After passing the AT, the new primary waits (for
Z(WDLgys- LGL - Peyec) time-units) for confirmation
from the NPT asto the fact that the host node has been
fault-free. Once the NPT confirms the fault-free status,
the new primary will send out the AT result, the output,
and finally the OSN. Thetimeinterval between thetime
of arrival of the input dataitem and the time of sending
the output is thus (using (1), (2), and the fact that t(l 1,-a)
=t(l1s-a))

(DLip - t(11s-a)) + Pexec + Z(WDLgys- LGL - Pexec)
+ DATR_OM + MOT
(WQD + MOT + TRANS+ MIT + LGL) + Peyec
+ Z(WDLgys- LGL - Pexec) + DATR_OM + MOT
Lff + Z(MWDLgys- LGL - Peyec) + MOT + TRANS
+ MIT+ LGL (3)



The recovery time of the PSTR station is thus MOT
+ TRANS+ MIT + LGL + Z(WDLgys- LGL - Peyec) time
units.

Case 2. WTMT in the shadow node detects the absence
of AT result from the primary by DLy

Based on an analysis similar to that was used in Case
1, it iseasy to see that the recovery timeis MOT + TRANS
+ MIT + LGL time units.

Case 3: WTMT in the shadow node detects the absence
of OSN from the primary within DLogy

Thiscaseis similar to case 2, and the recovery time
hereisagain MOT + TRANS+ MIT + LGL time units.

Case 4: NPT in the shadow node detects that the primary
node has failed.

Even though the NPT may notify the shadow SvM
process at any time during the execution, the shadow SvM
process will check for such anotice only when it is
activated or when it waits for a message from the primary.
Therefore, the recovery time cannot be greater than that in
the three preceding cases (1, 2, and 3).

The recovery time bound analysis for an SpM
execution is quite similar to the procedure described
above and we will not illustrate it here. In the case of an
SpM execution, WQD (worst-case queuing delay) isthe
time interval between thetime adataitem Y is deposited
in an ODSS and the time the SpM reads the data item.

The results of the above analysis can be summarized
asfollows.

Proposition P1: If afault occursin afault source compo-
nent of a PSTR station operating under the PSTR/SNS
scheme, then the recovery time for an SpM or SvM execu-
tion in the station is bounded by RTB = MOT + TRANS +
MIT + LGL + Z(WDLgs - LG - Pexec), Wwhere al the para-
meters have the meanings given in Sections 6.1 and 6.2.

Numerical example: Inthe DREAM kernel prototype,
MIT = MOT =8 msec. Also, in [Kim97b] WDLgs for the
DREAM kernel was calculated as 143 msec. If we choose
TRANS = 10 msec, and LGL = 1 msec, Pgxec = 200 msec,
then RTB = 27 msec.

7. Conclusion

The TMO structuring scheme is one specific
approach aimed for facilitating the general-form design
style and the design-time guaranteeing of timely service
capabilities of objects. The PSTR scheme formulated on
the basis of the TMO structuring scheme is an approach
for designing real-time fault tolerance capabilitiesinto the
TMO-structured application systems. In this paper, we
have presented an integration of the PSTR with the SNS
scheme which improves the fault coverage and recovery
time bounds of the PSTR scheme. An analysis of the
recovery time bounds of the PSTR/SNS scheme has also
been presented. This analysiswas based on a modular
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implementation model. Efficient integration of the PSTR
scheme with other NS schemes is one of many meaningful
topics for future research.
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